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Summary

This lab is intended to be an overview of Cisco IOS configuration, and routing
technologies, such as static routes, default routes, link failover, and dynamic routing

protocols.

The questions in the lab are intentionally vague. The purpose of this is for you not only
to research, investigate, and learn the technologies, but also become proficient at
interpreting both non-technical and technical questions. Being able to research and
discover answers on your own will be critical as you progress in your career.

e Learn how to perform basic router configuration & troubleshooting including:

©)
@)
©)

Configure static routes and populate the routing tables

Apply administrative distance for automatic route failover

Designing and configuring a routing protocol to create dynamically learned
routes

Routing protocol convergence and failover
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Part 1

Objective 1: Network Design and Setup [16 points]
Create the following network topology, enable all the appropriate ports, and configure
the basic setup for the devices in the topology.

1. Use /24 subnets for all LANs (Each host is in a different subnet) (private IPv4
addresses). Other than IP and subnet, nothing else is configured on the hosts.

2. Use /30 subnets for network connecting routers (private IPv4 addresses)

3. Add your addressing scheme to the network diagram (drawing) indicating the
subnets for each network, as well as the interface/PC addresses used in your
design [10 points]

For PCO subnet=192.168.1.0/24, IP  address =192.168.1.2, Router 1
(subinterface)=192.168.1.1

For PCl1l subnet=192.168.10.0/24, IP  address =192.168.10.2, Router 1
(subinterface)=192.168.10.1

For PC2 subnet=192.168.20.0/24, IP  address =192.168.20.2, Router 3
(subinterface)=192.168.20.1

For PC3 subnet=192.168.30.0/24, IP  address =192.168.30.2, Router 3
(subinterface)=192.168.30.1

Router 1 and Router 2 :10.0.0.0/30 (Router 1=10.0.0.1, Router 2=10.0.0.2)

Router 2 and Router 3 :10.0.0.4/30 (Router 2=10.0.0.5, Router 2=10.0.0.6)
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4. Make sure there is IP connectivity from each PC to the local router (ping the LAN
& WAN interfaces).

5. Can PCL1 ping the IP address of the R1 interface that connects to R2? Explain
why or why not. If it is not reachable, list the steps you took to make it work. [4
points]

By default, it won’t be able to ping the 10.0.0.0/30 interface without proper routing
because PC1 is in different subnet. To make it reachable | enabled routing between
subnets on router 1 and added static routes. Inter- VLAN routing should also be enabled,
this allows traffic from different VLAN/subnets to be routed.

For router 1

Router(config)#int gi0/1

Router(config-if)#ip add 10.0.0.1 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

Router(config-if)#exit

Router(config)#ip route 192.168.20.0 255.255.255.0 10.0.0.2
Router(config)#ip route 192.168.30.0 255.255.255.0 10.0.0.2
Router(config)#exit

6. Can PC1 ping the IP address of the R2 interface that connects to R1? Explain

why or why not. [2 points]

PC1 can ping Router 2 when proper routing is configured.PC1 is in 192.168.10.0/24
subnet and PC1 knows only about its own subnet and its default gateway, which is
router1’s subinterface in the same VLAN. Since it is completely in different network the
PC1 doesn’t know how to route traffic. So to ping to take place routing must be
configured. So | had to enable routing. The static routes | mentioned ensures router 1 can
forward traffic towards router 2 and router 3 can return traffic to router 1. Once the

routing the configured we will have routes of R2 in the R1 routing table. So it will be
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able to ping.
Router(config)#ip route 192.168.20.0 255.255.255.0 10.0.0.2
Router(config)#ip route 192.168.30.0 255.255.255.0 10.0.0.2

Objective 2: Static Routing [14 points]

1. Configure static routes in each router to ensure connectivity between all routers
and PCs in the network.
a. Show the static routes configured
i. Show the routes in the route table of R1 and R2 [2 points]
Router 0:-

iSl®0Li 277 A0QoBER ESE
Zqas B/ FAETe)

Root #5 i -En_;"l:.—"l

¥ Routerd - o X

Physical Config CLlI  Affributes
10S Command Line Inferface

e
AP GighH
_~=" GigoH! ~.. Routerdshow ip route
’,’ reuwer ‘\\ Gigo Codes: L - local, C - conmected, S - static, R - RIP, M - mobile, B - BGP
P ~. \g D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
" Gigont F':i N1 - OSPF NSSA external t 1, N2 - OSPF NSSA external type 2
Ay El - OSEF external type 1, E2 - OSDF external type 2, E - EGP
Gig0ld 1941 i - IS-IS, L1 - IS-IS level-1, 12 - IS-IS ia - Is-IS inter area
100Uk N N
Rodter2 * - candidate default, U - per-user static route, o - ODR
Gigor1 P - periodic downloaded static route

Fa0i3

Gateway of last resort is not sst

is variably subnetted, 2 subnets, 2 masks
0/30 is directly connected, GigabitEthernet0/1
32 is directly connected, GigabitEthernet0/1
0/24 is variably submetted, 2 subnets, 2 masks
tly comnected, GigabitEthernet0/0.1
tly connected, GigabitEthernetd/0.1
24 is variably subnetted, 2 subnets, 2 masks
/24 is directly comnnected, GigabitEthernet0/0.10
onnected, GigabitEthernet0/0.10 I
/24 [1/0] via 1 .2
.30.0/24 [1/0] via 10.0.0.2 v
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Router1:-
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B Routert - [m} X

Physical  Config _ CLI  Affributes

10S Command Line Interface

175 Gigon

_- Gig0io 11 ~o.

- rouer! ~

- S~ Giglo Router>
P _— Router>en
e Gig0/t 5] Router§show ip route
“141 1941 Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
Gig00 erg Rolker2 D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
Gig N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
El - OSPF external type 1, E2 - OSDF external type 2, E - EGP
Fa0i3 i - 1s-1s, L1 - Is-Is level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
FaoH P - periocdic downloaded static route

-

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.0.0.0/30 is directly connected, GigabitEthernet0/0
10.0.0.2/32 is directly connected, GigabitEthernet0/0
10.0.0.4/30 is directly connected, GigabitEthernet0/1
10.0.0.5/32 is directly connected, GigabitEthernet0/1

192.168.1.0/24 [1/0] via 10.0.0.1

192.168.10.0/24 [1/0] via 10.0.0.1

192.168.20.0/24 [1/0] via 10.0.0.6

192.168.30.0/24 [1/0] via 10.0.0.6
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ii. Show the routes in the running configuration of R3 [2 points]

Router2:-

EiER20rh @2ar17 QeaaoE BSE

e
A9 _ Gigont
-
,f"" Gig0/0*1 ® Router2 — o X
> i rouer! N
T ~< Gig00
Gig0it “\r,'
1141 Router>
Rogter2 Router>en
Gigo/t Routerfshow running -config | section ip route
$ Invalid input detected at '~' marker.
Copy Paste
Fa0 Fa0
Fa0 {
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2. Configure Inter-VLAN routing, ensure and maintain 100% connectivity between
all devices in the network.

a. Provide the output from traceroutes from PC1 to PC2, 3, & 4 [10 points]
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Objective 3: Dynamic Routing (RIP or OSPF) [30 points]

Create the following network topology, enable all the appropriate ports, and configure
the basic setup for the devices in the topology.

B2

1. Remove the static routes from all router configurations.
2. Configure RIPv2 or OSPF on all router interfaces and networks.
a. Provide commands used to implement, screenshot of the route table
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(from R2 & R4) indicating the network has converged [20 points]

Router>en

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface gi0/0

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#ip add 192.168.2.2 255.255.255.0

Router(config-if)#exit

Router(config)#interface gi0/1

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
Router(config-if)#ip add 192.168.3.1 255.255.255.0

Router(config-if)#exit

Router(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state
to up

Router(config)#

Router(config)#

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 192.168.2.0
Router(config-router)#network 192.168.3.0
Router(config-router)#no auto-summary
Router(config-router)#exit

Router(config)#

Router>en

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#int gi0/0

Router(config-if)#ip add 192.168.4.2 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#exit

Router(config)#

Router(config)#int gi0O/1

Router(config-if)#ip add 192.168.5.2 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state
to up

Router(config-if)#exit

Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#network 192.168.4.0

Router(config-router)#network 192.168.5.0

Router(config-router)#no auto-summary

Router(config-router)#exit

Router(config)#

 Cisco Packet Tracer - C: bey\Desktop\assignments\assign 5 dynamic routing 1.pkt - 8 x

iESEd0rk 2201 Q@aQa0E B=4 ?
SQeS B/me ¢ Hu
ogical)— P ¥ Router2 - u] X

Physical  Config CLI  Affributes

108 Command Line Interface

Router>
Rontersen
Routerfshow route table

% Invalid input detected at '*' marker.

Routerfshow ip route

291 Codes: L - local, € - comnected, S - static, R - RIP, M - mobile, B - BGP
Routerls D - EIGRD, EX - EIGRP external, O - OSDF, IA - OSDF imter area
Nl - OSEF NSSR external type 1, N2 - OSEF NSSA = -
E1 - OSEF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-1§, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area

- candidate default, U - per-user static routs, o - ODR
P - periodic downloaded static route

Gateway of last resort is mot set
R 192.168.1.0/24 [12
192.168.2.0/24 is
C 168.2.0/24
L 192.168.2.2/32
.168.3.0/24 is
C 168.3.0/24
L
R
R
R =
R 1 . GigabitEthernet0/1 -
R 192.168.30.0/24 [120/1 92.168.3.2, 00:00:10, GigabitEthernetd/i ltime (2. Simulation
AL L v
QQQIZ-.;'//"/;’ 5% 5 Edt  Dekete
Copy Paste
e M 7o
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~ abey\Desktop\assignments\assign 5 dynamic routf ¥ Router16 = o X 3
EERNBOrid 27017 QaaQo@E BRE Physical Config _CLI_ Aftributes ’
SQaed frmegd HE 10S Command Line Interface

6000 R g
o201 By
<77 Rouer2 N,
- .
- Router>
Gigo =’ S, Router>en
o’ S Gig0io Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.
002 Gig0 Router (config) fexit
Gig0 Gignr2 "> ig0 g
et A g1y | |Routert
- ~.| |es¥s-S-coNFIG_I: Configured from console by console
~. P Gigd
™ \6'90_0‘/ Router#show ip route
Gigon Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
a0t 2011 D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
Rectartt N1 - OSPF NSSA external type 1, N2 - OSPE NSSA ext

El - OSPF external type 1, E2 - OSPF external t
i - Is-1§, L1 - IS-IS le , L2 - IS-IS level
+ - candidate default, U - per-user static route, c
P - periodic downloaded static route

Fa02

Gateway of last resort is not set

R 192.168.1.0/24 [120/1] via 192.168. ¢, GigabitEthernst0/1
Fa0 R 192.168.2.0/24 [120 192.168. GigabitEthernst0/1
1 192.168 3, GigabitEthernec0/0
subnet subnets, 2 masks
c sctly connected, GigabitEthernet0/0
3 8 L 68.4.2/32 is directly co ed, GigabitEthernet0/0
PCPT PCPT 0/24 is variably subnetted, 2 subnets, 2 masks
PCO PC1 pPC2 c .0/24 is directly connected, GigabitEthernet0/1
L i tEtherneto/1
R 18, GigabitEthernet0/1
R GigabitEthernet0/0
{ |r , GigabitEthernet0/0
Routerf

Copy Paste

sInEne B0 BEERE LAY T

i. What does convergence mean, and why is it important? [10

points]

Convergence means that all the routers in the network have the recent
routing information. When there is a link failure the network is
converged, and the routing table is updated. If the network does not
converge, there can be inconsistent routing, resulting in network outages
and reduced performance. It ensures that traffic is efficiently routed
across the network without any loops or lost packets.

Extra Credit: Implement RIPv2 as well as OSPF separately on the network and answer
guestion for Objective 4. [+5 points]

¥ Router1

X £ 3 =] =
£hda Raecom & Physical Config _CLI_ Attributes
10S Command Line Inferface

02:03:36: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on GigabitEthernet0/1 from LOADING to
FULL, Loading Done

ALINEPROTO-S-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

02:07:08: %0SPF-S-ADJCHG: Process 1, Nbr 192.168.10.1 on GigabitEthernet0/i from FULL to DOWN,
Neighbor Down: Interface down or detached

SLINE s : Line ocol on Gigabite /1, changed state to up

—~
Gigon__~"" ALINEPROTO-S-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to down

s
02:07:12: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on GigabitEthernet0d/i from INIT to DOWN,

i 0! own : 3 w1 St &
G-ggc.gol?\\\ Neighbor Down: Interface down or detached
oy -

ILINEPROTO-S-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

er#show ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1 - OSPF NSSA external type 2

Ei - OSPF externmal t . F external type 2, E - EGP

i 1 1

oi=
n2

Gateway of last resort iz 192.168.4.1 to network 0.0.0.0

o 192.168.3.0/24 [110/2) via 192.168.4.1, 00:11:24, GigabitEthernet0/0
18, is variably subnetted, 2 subnets, 2 masks

24 is directly connected, GigabitEthernet0/0

2 is directly connected, GigabitEthernet0/0

variably subnetted, 2 subnets, 2 masks

iz directly connected, GigabitEthernetd/1

s. iz directly connected, GigabitEthernet0/1

0.0/24 [110/2) via 192.1€8.4.1, 00:11:24, GigabitEthernet0/0

192.168.30.0/24 [110/2) via 192.168.4.1, 00:11:24, GigabitEthernet0/0

oorn &

Copy Paste
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Configured OSPF in the separate network the bottom network is OSPF, and top network is RIP.

Objective 4: Routing Protocol Failover [17 points]

1. Demonstrate Failover
a. Issue a traceroute from PC1 to PC3. Which path is it taking? [2 points]
Issued a traceroute from PC1 to PC3 it was taking the bottom network which
192.168.5.2 and 192.168.4.1. | have configured OSPF in that network.

e

EERSOri @A T Ao E BSE 2
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[".Logical| | Physical )= 700,y 485

(@Realtime & Simulation
Fire Last Status Source Destination Type Color Tme{sec) Perodic Num Edit Delete

Che

» B Qs

wose Connection Type ] = -
% B0 fPocoecoan @w ~esow R e

b. Issue a continuous ping from PC1 to PC3.

c. Remove the router link/connection between the active path routers
(discovered in above [1.a]). For example, if the path was R1, R2, R3, then
remove the connection to R2.

i. Were any packets lost? If packets were lost, how long was the
network down? Explain this, and indicate how the traffic failed over
and the new traffic flow [5 points]

Yes, a few packets were lost, and the network was down for 20-25 seconds.

After a link is down it reroutes the traffic over a backup path. It took some

time to make changes in the routing table and provide a backup path so that

traffic is forwarded. After rerouting the traffic will continue to flow through

the new path without any manual configuration. The initial path was R1-R4-
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R3 and now the new route is R1-R2-R3. The initial path was configured with

OSPF and the path upwards is configured with RIP.

EiERSdO0rih 20717 QaQoE B=E ?

Physical)x 1691,y 3
P ¥ pco - =} X

Physical Config _Deskiop  Programming  Attributes

Gig0i0 IS Gigort
0011 e,
oo 2001
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- \\\
.
S G
\\:«m
Gigo/o|11 Gigoo I
Korfer k. 8
P Gigor2 [
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Fa013 2011
, Router1
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Sy ,
Fao/ FaCIZ\
>

Fa0 "\ J
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Top

Time: 02 1‘)‘7!)\@!"\ l.Realumelnslmulanon
yImfeme 5 il s5=E= A4 O scenaioo Fie LastStatus Souce Destnation Type Color Time(sec) Periodic Num Edit Delete
»

wtomatically Choose Connection Type
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(@ Realtime | . Simulation
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= o L ™ o T 1011072024 B

d. Do some critical thinking and research. Could failover be achieved with

Lab: Routing 12



this network design using only static routes? Explain [10 points]

Yes, failover can be achieved using static routes but is less efficient and more
complex compared to dynamic routing protocols. Static routing does not have the
ability to detect network failures automatically. To detect network failures,
floating static routes can be configured. A floating static route is another static
route with higher administrative distance. This route will only be used if the
primary static route becomes unavailable. So if the primary link is down it is
removed from the routing table and the floating static routes is configured. Static
routes must be manually configured by the network administrator. For more
complex networks static routes do not offer the same level of flexibility or
efficiency as dynamic protocols. If any failures the network administrator should

manually adjust the route to ensure proper traffic flow which can be slow.

Report Questions: [18 points]

What are the advantages of using routing protocols?

Advantages of routing protocols are: -

Routing protocols can automatically adjust to changes in network such as link failures or
new routes becoming available.

Scalability: - They can manage large and complex networks more efficiently rather than
in static we must add routes statically which is not possible in large networks.

Dynamic Protocols can reroute traffic in case of failures, enhancing overall network
reliability.

What is the difference between Distance Vector and Link State Routing
protocols?

Distance Vector- Each router sends its entire routing table to its immediate intervals.
Each router knows only knows the distance to each destination through its neighbors.
Share the routing table with direct neighbors. It has slow convergence and works well in
small networks.

Link State- Each router knows the entire network topology. Routers exchange
information about the state of their links with all the others in the network, allowing

each router to independently compute the shortest path to all destinations. Shares link
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state information with all routers in the network. It has faster convergence and scales

better for larger networks.

What are the advantages of using static routing or when would static routing be

preferred over dynamic routing?

Static routing is simpler to configure, especially for small networks. Routes are the same
unless we make any changes manually and can lead to more predictable performance.
No overhead for routing updates or maintenance, which can save bandwidth.
Static Routing is preferred when the network is a small and simple network where we
don’t make changes frequently. In network where predictable routes are necessary.
Classify the below routing protocols as Distance Vector and Link State Routing
protocols:
I.  OSPF, BGP, RIP, IS-IS
Give:
> Scenario when distance vector routing protocol would be used in the
network.
Distance vector protocols like RIP are suitable for smaller and simple networks.
These protocols are lightweight in terms of memory and CPU usage. BGP is
primarily used in scenarios involving the interconnection of different
autonomous systems. BGP is used in ISPs to exchange routing information with
other ISPs, where policy-based routing is required.
> Scenario when link state routing protocol would be used in the network.
Link state routing protocols like OSPF and IS-IS are ideal for large enterprise
networks or ISPs where scalability, fast convergence and detailed control over
routing paths.
What is an Administrative Distance (AD) for a routing protocol? Give AD for
OSPF and RIP.
Administrative Distance is a value that routers use to rate the trustworthiness of the
routing information received from a particular routing protocol. The lower the
Administrative Distance, the more trustworthy the route. The AD of OSPF =110 and
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RIP=120.

e What is a metric in a routing protocol?
Metric is value used by routing protocols to determine the best path to the destination. It
can be accessed based on certain factors such hop count, bandwidth, delay, load ,

reliability

Extra Credit Q1 - Understanding Routing Protocol [ 25 points ]

E1.1 For the network given below in Figure. 1, give global distance-vector tables
WHEN:

(a) Each node knows only the distance of its immediate neighbors. [4pt]
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(b) Each node has reported the information it had in the preceding step to its
immediate neighbors. [4pt]
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(c) Repeat step (b) one more time. [4pt]
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Figure. 1
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Refer the slides below for an example of how to do this question:
[ ror |
. 4

lec10-routing_DV.pdf

https://www.youtube.com/watch?v=dmS1t2twFrl

E1.2 (7 points)

Again for the network graph in Figure. 1. Show how the link-state algorithm builds
the routing table for node D.
(a) Show the detailed link-state algorithm. [5pt

(b) Show the final routing table of node D. [2pt]
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https://www.youtube.com/watch?v=dmS1t2twFrI

Refer the slides below for an example of how to do this question:

[ vor |
5
lec10-routing_LV.pdf
gb bgp-
E1.3 (6 points)
Consider this directional graph below in Figure 4. Use Dijkstra’s algorithm to find

the shortest path from node v3 to v5. Write down the steps. Do you have any
comments on the result (what if the link cost of v3-vl was 1 instead of 5?)? [6

pts]
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Extra Credit Q2 [10 points]:
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R1

R4 RS

51 52

N L F

Consider the above network. RIP and OSPF both are simultaneously working on this
network.

For H1 to reach H3, R1 gives a RIP path R1-R2-R3 and OSPF gives R1-R4-R5-R3.
Which path would packets from H1 going to H3 via R1 take?

Explain why you think a particular path would be chosen.

In this scenario where both RIP and OSPF routing protocols are simultaneously running on the
network, the path where packets travel depends on the administrative distance of the routing.
Administrative distance is a value used by the router to determine the best path, lower the value
the better the route. Administrative Distance of RIP is 120 and OSPF is 110. Even though the
RIP route exists, the router will choose OSPF route because it trusts OSPF more due to the
lower AD. Therefore, Packets from H1 going to H3 take the OSPF route via (R1-R4-R5-R3)
because it has lower administrative distance than RIP making it the best route to forward traffic.

Total Score = /135 (including 40 extra points)
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