CSCI 5010 — Fundamentals of Data
Communications

Lab 6
Wireshark

University of Colorado Boulder
Department of Computer Science
Network Engineering

Professor Levi Perigo, Ph.D.

Lab 6: Wireshark



Objectives

Learn the basic operations of Wireshark

Learn how to capture and analyze ICMP traffic

Demonstrate best practices for analyzer placement
Differentiate Wireshark captures between switches and routers
Display which NICs on analyzer are capturing traffic

Display IPv4 and/or IPv6 addresses on NICs

Learn how to perform continuous captures for HTTP requests

Explain and display different ways to demonstrate top talkers on the network

Learn how to create coloring rules in Wireshark

Learn how to create graphs for visual representation

Learn how to capture and analyze application specific traffic — DHCP, HTTP
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Summary

One’s understanding of network protocols can often be greatly deepened by “seeing
protocols in action” and by “playing around with protocols” — observing the sequence of
messages exchanged between two protocol entities, delving down into the details of
protocol operation, and causing protocols to perform certain actions and then observing
these actions and their consequences. This can be done in simulated scenarios or in a “real”
network environment such as the Internet. In the Wireshark lab you’ll be doing in this
course, you’ll be running various network applications in different scenarios using your own
computer or in a virtual machine environment. You’ll observe the network protocols “in
action,” interacting and exchanging messages with protocol entities executing elsewhere in
the Internet. Thus, you and your computer will be an integral part of these “live” labs.
You’ll observe, and you'll learn, by doing.

In this Wireshark lab, you’ll get acquainted with Wireshark, and make some simple packet
captures and observations.

The basic tool for observing the messages exchanged between executing protocol entities
is called a packet sniffer. As the name suggests, a packet sniffer captures (“sniffs”) messages
being sent/received from/by your computer; it will also typically store and/or display the
contents of the various protocol fields in these captured messages. A packet sniffer itself is
passive. It observes messages being sent and received by applications and protocols
running on your computer, but never sends packets itself. Similarly, received packets are
never explicitly addressed to the packet sniffer. Instead, a packet sniffer receives a copy of
packets that are sent/received from/by application and protocols executing on your
machine. The packet capture library receives a copy of every link-layer frame that is sent
from or received by your computer.

The second component of a packet sniffer is the packet analyzer, which displays the
contents of all fields within a protocol message. In order to do so, the packet analyzer must
“understand” the structure of all messages exchanged by protocols. For example, suppose
we are interested in displaying the various fields in messages exchanged by the HTTP
protocol. The packet analyzer understands the format of Ethernet frames, and so can
identify the IP datagram within an Ethernet frame. It also understands the IP datagram
format, so that it can extract the TCP segment within the IP datagram. Finally, it
understands the TCP segment structure, so it can extract the HTTP message contained in
the TCP segment. Finally, it understands the HTTP protocol and so, for example, knows that
the first bytes of an HTTP message will contain the string “GET,” “POST,” or “HEAD.”

We will be using the Wireshark packet sniffer [http://www.wireshark.org/] for this lab,
allowing us to display the contents of messages being sent/received from/by protocols at
different levels of the protocol stack. (Technically speaking, Wireshark is a packet analyzer
that uses a packet capture library in your computer). Wireshark is a free network protocol
analyzer that runs on Windows, Linux/Unix, and Mac computers.
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http://www.wireshark.org/

Prefer using VM1 - UBUNTU - 22.04

Part 1
Objective 1.1 - Downloading Wireshark and Navigation Overview

1. Download and install Wireshark:

For Ubuntu 22.04 refer - How to Install and Configure Wireshark on Ubuntu 22.04
(linuxhint.com)

For Windows and MAC:

e Go to http://www.wireshark.org/download.html, download and install
Wireshark.

e The Wireshark FAQ has many helpful hints and interesting tidbits of

information, particularly if you have trouble installing or running Wireshark.

e Helpful install video: https://www.youtube.com/watch?v=fIDzZURAM8wQ

2. Wireshark Navigation
Helpful navigation video: https://www.youtube.com/watch?v=PYrCS21sPbA

Note: after installing you might need to reboot once.
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Objective 1.2 - Running Wireshark

When you run the Wireshark program, you’ll get a startup screen, as shown below (note:
this screenshot may be an older version of Wireshark):

‘WleWires?‘alk Network Analyzer [Wireshark 1127 {¥1.12.7-0-g71c8978 from master-1.12) - a
File Edit View Go Capture Analyze Statistics Telephony Tooks Intemals Help

BoAmd BEXRIAes9TE EE QCQQAE BB B

Filter: Expression... Clear App

The World's Most Popular Network Protocol Analyzer

T
WlRESHARK Version 1.12.7 (v1.12.7-0-g7c8978 from master-1.12)

L ope ) Fles ) Onlie |

_ Interface List = Open Y Website

e Live st of the capture interaces " Opena previously captured fle Vit the projects website
(caunts incoming packes)

Open Recent: w4 User's Guide

Ci\Users\levi\Dropbo .. oulder\ITP\Wireshark\tr-australia pcapng (1017 kB) " The Users Guide flocal version, ¥ instaled)

F'i Start
(Choose one or more imterfaces 10 capture from, then Start
0 Sample Captures Security

Arich assorment of example capture files on the wid Wioric with Wireshark 25 secursly 25 possible

E Local Area Connection* 2

5 Ethemet

E Local Area Connection® 4

& Wi-Fi

£ Ethemet 2 v

® Capture Options

Start 2 capture with detaied options

Capture Help

How to Capture

Step by step 10 2 successful capture setup

] t?' Ready to load or capture No Packets Profile: Default

Figure 1: Initial Wireshark Screen
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Take a look at the upper left-hand side of the screen — you’ll see an “Interface list”. This is
the list of network interfaces on your computer. Once you choose an interface, Wireshark
will capture all packets on that interface. In the example above, there is an Ethernet
interface (Gigabit network connection) and a wireless interface (“Wi-Fi”).

If you click on one of these interfaces to start packet capture (i.e., for Wireshark to begin
capturing all packets being sent to/from that interface), a screen like the one below will be
displayed, showing information about the packets being captured. Once you start packet
capture, you can stop it by using the Capture pull down menu and selecting Stop.

command

menus (Untitled) - Wireshark =l
e Edt Yew Go Copture Analyze Stalistics Help

D@ e odx%a ResoF 2| EE QA0

display filter

f . a‘"l‘_d ~  Expression,., Clear Apply
— =1
speciticatio — =00 Trin T [ t0 4
n r 1 0.000000 192.168.1.46 128.121.50.122 TCP 1163 > http [SYN] Seq=0 Len=0 MSS=1460
2 0.127987 128.121.50.122 192.168.1.46 TCP http > 1163 [SYN, ACK] Seq=0 Ack=1 win=57

. 3
listing of

capture
[ [ Frame 4 (710 bytes on wire, 710 bytes captured)
d @ Ethernet II, Src: Netgear_61:8e:6d (00:09:5b:61:8e:6d), Dst: westellT_9f:92:b9 (00:0f:db:9f:92:b9)

@ Internet Protocol, Src: 192.168.1.46 (192.168.1.46), Dst: 128.121.50.122 (128.121.50.122)
packets ®
=] Hypertext Transfer Protocol
# GET /news/ HTTR/L.1\r\n
Host: www.wireshark.org\r\n
user-agent: Mozilla/5.0 (windows; U; windows NT 5.1; en-uUs; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.0.4"
accept: text/xml,application/xml, application/xhtml+xml, text /html; q=0.9,text/plain; g=0.8, image/png, */;
< Accept-Language: en-us,en;g=0.5\r\n
Accept-encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;g=0.7\r\n
Keep-Alive: 300\r\n

detaI|S cConnection: keep-alive\r\n
rReferer: http://wew.wireshark.org/fag. html\r\n
Of Cookie: _utma=87653150.62471437.1181007382.1181007382.1181169142.2; __utmz=87653150.1181007382.1.1.utr
\r\n
selecte \ !4 | 2
d jecoo 00 of db of 92 b9 00 09 5b 61 8e 6d 08 00 45 00 ........ La.m..E. =
0010 02 b8 0f 25 40 00 80 06 74 51 <O a8 Ol 2e 80 79 T, R Lo T y
0020 32 7a 04 8b 00 50 ed bc 8e 1b 4e c6 f1 18 50 18 2ZssoPis o aNuis s Po
k t 0030 ff ff 77 74 00 00 47 45 54 20 2f 6e 65 77 73 2f ..WU..GE T /news/ |25
packe 0040 20 48 54 54 50 2f 31 2e 31 Od Oa 48 6F 73 74 3a  HTTP/L. 1..Host:
0050 20 77 77 77 2e 77 69 72 65 73 68 61 72 6b 2e &f www.wir eshark.o
header 0060 72 67 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 rg..User -Agent:
0070 4d 6f 7a 69 6c 6¢c 61 2f 35 2e 30 20 28 57 6% 6e Mmozilla/ 5.0 (win

0080 64 6f 77 73 3b 20 55 3b 20 57 69 6e 64 6f 77 73 dows; U; windows
0090 20 4e 54 20 35 2e 31 3b 20 65 6e 2d 55 53 3b 20 NT 5.1; en-us;
00a0 72 76 3a 31 2e 38 2e 31 2e 34 29 20 47 65 63 6b rv:1.8.1 .4) Geck

A g
packet
content in
hexadecimal
and ASCII

Figure 2: Wireshark Graphical User Interface, during packet capture and analysis

The Wireshark interface has five major components:

e The command menus are standard pulldown menus located at the top of the
window. Of interest to us now are the File and Capture menus. The File menu
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allows you to save captured packet data or open a file containing previously
captured packet data and exit the Wireshark application. The Capture menu
allows you to begin packet capture.

The packet-listing window displays a one-line summary for each packet
captured, including the packet number (assigned by Wireshark; this is not a
packet number contained in any protocol’s header), the time at which the
packet was captured, the packet’s source and destination addresses, the
protocol type, and protocol-specific information contained in the packet. The
packet listing can be sorted according to any of these categories by clicking on
a column name. The protocol type field lists the highest-level protocol that
sent or received this packet, i.e., the protocol that is the source or ultimate sink
for this packet.

The packet-header details window provides details about the packet selected

(highlighted) in the packet-listing window. (To select a packet in the packet-

listing window, place the cursor over the packet’s one-line summary in the

packet-listing window and click with the left mouse button.). These details

include information about the Ethernet frame (assuming the packet was

sent/received over an Ethernet interface) and IP datagram that contains this

packet. The amount of Ethernet and IP-layer detail displayed can be expanded

or minimized by clicking on the plus minus boxes to the left of the Ethernet

frame or IP datagram line in the packet details window. If the packet has been

carried over TCP or UDP, TCP or UDP details will also be displayed, which can

similarly be expanded or minimized. Finally, details about the highest-level

protocol that sent or received this packet are also provided.

The packet-contents window displays the entire contents of the captured frame,
in both ASCII and hexadecimal format.

Towards the top of the Wireshark graphical user interface, is the packet display
filter field, into which a protocol name or other information can be entered in
order to filter the information displayed in the packet-listing window (and hence
the packet-header and packet-contents windows). In the example below, we’ll
use the packet-display filter field to have Wireshark hide (not display) packets
except those that correspond to HTTP messages.
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Part 2

Objective 2.1 — ICMP

1. Open command prompt/terminal (depending on the operating system)
2. Start Wireshark and begin capture
3. Ping any “hostname” (where the “hostname” is a URL, example: ping

www.google.com)

4. When the Ping finishes, stop the capture. [Press Ctrl + Cin MAC to stop the ping]
5. Filter the capture to only display DNS traffic
a. Provide a screenshot of the DNS reply from the server that shows the IP

address of the URL. [5 points]

M wi-F - u] b4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A n @ FRE QesEF & _ =
[W]and (B )+
No. ‘d‘”s Source Destination Protocol Lengtl Info
L, | fnssever g 2601:280:5f08:1af0: ... : DNS 94 Standard guery @x6bld A www.google.com
3 8.814667 26081:280:5f8@:1af0: . DNS 94 Standard query @x6bld A www.google.com
. 4 0.825147 2001:558:feed::1 .. DNS 110 Standard query response @x6bld A www.google.com A 142.250.72.68

6 ©.837992 118 Standard query response @x6bld A www.google.com A 142.250.72.4

t unr ]

r
1 ARAA mta

7.551729 :5fee:1afe.. 96 Standard query ©xe8 1lk.google.com
34 7.552152 2601:280@:5f00:1afe:.. 96 Standard query ex313d A mtalk.google.com
35 7.561864 2681:280:5f00:1af0:... 104 Standard query @x3946 A wpad.hsdl.co.comcast.net
36 7.562192 2601:280:5f00:1af0:... 104 Standard guery @xda3e AAAA wpad.hsdl.co.comcast.net
37 7.573%2 2001:558:feed::1 1af@:.. DNS 153 Standard query response @xe841 AAAA mtalk.google.com CMAME mobile-gtalk.l.google.com AAAA 2607:f8b..
38 7.580662 2001:558:feed::1 141 Standard query response @x313d A mtalk.google.com CMAME mobile-gtalk.l.google.com A 209.85.145.188
48 7.764548 2001:558: feed: 11 E 156 Standard query response @x3%46 No such name A wpad.hsdl.co.comcast.net SOA dnslel.comcast.net
41 7.764924 2081:558: feed::1 2601:280:5f00: 1af0:.. DNS 156 Standard query response @xda3e No such name AAMA wpad.hsdl.co.comcast.net SOA dns1@l.comcast.net
Frame 2: 94 bytes on win ¢4 50 9c 6d 1d Bf cc d9 ac d6 3d 41 86 dd 68 @8 -P-m =A
Ethernet II, Src: Intel @0 9@ @@ 28 11 4@ 26 @1 02 8 5f 88 1la f@ 4d 84 (-B& --_--M
Intarnat Protocol Versid bd e2 3c 14 47 ef 20 @1 @5 58 fe ed €@ 00 08 00 <G X
@ e 00 00 9@ @1 c3 a9 @@ 35 @@ 28 56 5d 6b 1d 5-(Vlk
(Tl Bl D) Protocel, 21 o2 ¢ 01 02 0@ 02 @2 @0 8@ 93 77 77 77 06 67 W g
Domain Name System (quer 6f 6f 67 6¢c 65 83 63 6Ff 6d 0@ @@ @1 0@ o1 oogle-com
—
© 7 Domain Name System: Protocol Packets: 72 - Displayed: 13 (18.1%) - Dropped: 0 (0.0%) Profile: Default
28° u @ @ e = 7:05 PM
- B Qu % |8 0. 6 ¢ = A ] A FOD e 8

b. Explain why DNS would be in this capture when you pinged? [5 points]
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6. Filter the capture to only display the Ping traffic

a. Were the Pings successful?

b. Provide the filtered Wireshark screenshot, and explain how you know they

were/were not successful? [10 points]

M wi-F = o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ FREO Ae=FF2 5 S aaqfh

(A Jiemd [BE -]+

No. | '“mP Source Destination Protocol Lengt! Info
> icmpvé 7 10.9.9.25 142.250.72.68 ICMP 74 Echo (ping) request id=8xeeel, seq=13/3328, ttl=128 (reply in 8)
- 8 ©.848689 142.250.72.68 10.0.0.25 ICHP 74 Echo (ping) reply  id=8xe@el, seq=13/3328, ttl=115 (request in 5)
10 1.846369 10.0.8.25 142.250.72.68 ICHP 74 Echo (ping) request id=@xe@el, seq=14/3584, ttl=128 (reply in 11)
11 1.859163 142.250.72.68 10.0.8.25 ICHP 74 Echo (ping) reply  id=xeeel, seq=14/3584, ttl=115 (request in 18)
13 2.861675 10.0.9.25 142.250.72.68 IcHp 74 Echo (ping) request 9x0001, seq=15/3848, ttl=128 (reply in 14)
14 2.903780 142.250.72.68 18.0.8.25 ICMP 74 Echo (ping) reply id=0xeeel, seq=15/3848, ttl=115 (request in 13)
16 3.875191 10.9.9.25 142.250.72.68 ICHP 74 Echo (ping) request id=@xeeel, seq=16/4896, ttl=128 (reply in 17)
17 3.891205 142.250.72.68 10.0.0.25 ICHP 74 Echo (ping) reply  id=8xeeel, seq=16/4896, ttl=115 (request in 16)
Frame 5: 74 bytes on wir €4 50 9c 6d 1d 8f cc d9 ac dé 3d 41 @ 8@ 45 88  P'm =A-E
Ethernet II, Src: Intel 80 3c 12 a= 90 00 50 @1 90 00 0a 00 @0 19 Be fa -«
Internet Protocol Versid 48 44 08 @0 4d de 00 @1 @0 6d 61 62 63 64 65 66 HD- M abcdef
67 68 69 6a 6b 6¢c 6d 6e 6&f 70 71 72 73 74 75 76  ghijklmn opgrstuv
Internet Control Message 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

—
O 7 Internet Control Message Protocol: Protocol Packets: 72 - Displayed: 8 (11.1%) - Dropped: 0 (0.0%) Profile: Default

268°

> FH L%@HO,@GQQ’@!Q Al PRD o0 e

7. What is the IP address of your host? (show within Wireshark) [5 points]
8. What is the IP address of the destination host?

a. Show within Wireshark, and explain how this address was selected? [10

points]
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9. Examine one of the ping request packets sent by your host. What are the ICMP

type and code numbers? What other fields does this ICMP packet have? How

many bytes are the checksum, sequence number, and identifier fields? [10

o [m] X

=A-E

= --abcdef

.
points]
Fe
dnm ® M Wireshark - Packet 5 - Wi-Fi
[ﬂi‘"‘"— Frame 5: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{BC9BD223-@F34-4B3E-B9AA-E7FD5B687ABF), id @ | -T=RIL
No. Time Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: VantivaConne_6d:1d:8f (c4:50:9c:6d:1d:8F)
. 5 9.83498 Internet Protocol Version 4, Src: 10.9.8.25, Dst: 142.250.72.68
= 8 0.84868 |~ Internet Control Message Protocol
10 1.84636 Type: 8 (Echo (ping) request)
11 1.85916 Code: @
13 2.86167 Checksum: @xddde [correct]
14 2.90378 [Checksum Status: Good]
16 3.87519 Identifier (BE): 1 (@xeee1)
17 3.89128 Identifier (LE): 256 (@x018@)
Sequence Number (BE): 13 (exeeed)
Sequence Number (LE): 3328 (@x@dee)
[Response frame: 8]
~ Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6F7871727374757677616263646566676869
[Length: 32]
6000 c4 50 9c 6d 1d 87 ILEIMER d6 3d 41 08 06 45 66 P-m [RNE =A- E
88 3c 12 ae @0 20 89 21 ©0 ©8 92 6@ 8@ 19 8e fa <
= 48 44 ©8 9@ 4d 4e @@ @1 @0 @d 61 62 63 64 65 66 HD ‘MN abcdef
Code: @ 67 68 69 6a 6b 6c 6d 6e 6f 7@ 71 72 73 74 75 76  ghijklmn opgrstuv
Checksum: { 77 61 62 63 64 65 66 67 6B 69 wabcdefg hi
[Checksum {
Identifier

Identifier| wo. 5. Time: 0.834807 - Source: 10.0.0.25 - Destination: 142.250.72.68 - Protocol: ICMP - Length: 74 - info: Echo (ping) request id=0x0001, seq=13/3328, tti=128 (reply in &)

Sequence Ni B8
Sequence NI
Response
~ Data (32 by
Data: 616,

how packet bytes  Layout: Vertical (Stacked)

[Length: 32]

O 7 identifier {little endian representation) (icmp.ident_le), 2 bytes

29°

7871727374757677616263646566676869 I ‘

Packets: 72 - Displayed: 8 {11.1%) - Dropped: 0 (0.0%)

#Qur@®BOo.Poefaqmn

n opgrstuv
g hi

Close Help

Profile: Default

7:40 PM
ta

=
e ) oAl 1571072004 2

10. Examine the corresponding ping reply packet. What are the ICMP type and code

numbers? What other fields does this ICMP packet have? How many bytes are the

checksum, sequence number and identifier fields? [10 points]
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e

dm 2@

[R]iemp |

No. Time
> 5 ©.83498
- 8 0.84868
1e 1.84636
11 1.85916
13 2.86167
14 2.90378
16 3.87519
17 3.8912¢

Code: 8 |
Checksum: {
[Checksum {
Identifier
Identifier
Sequence Ni
Sequence NI
[Request f|

[Response 1

M Wireshark - Packet 8 - Wi-Fi

o [m] X

Frame 8: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{@C98D223-@F34-4B3E-B9AA-E7FDSB687ABF), id @ _IL =
Ethernet II, Src: VantivaConne_6d:1d:8f (c4:50:9c:6d:1d:8f), Dst: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41)

» Internet Protocol Version 4, Src: 142.25@.72.68, Dst: 18.8.8.25
~ Internet Control Message Protocol
Type: @ (Echo (ping) reply)

Code: @

Checksum: @x554e [correct]
[Checksum Status: Good]

Identifier (BE): 1 (@xeee1)
Identifier (LE): 256 (@x018@)
Sequence Number (BE): 13 (exeeed)
Sequence Number (LE): 3328 (@x@dee)
Request frame: 5

[Response time: 13.782 ms]

Data (32 bytes)

~

Data: 61626 d
[Length: 32]

cc d% ac d6 3d 41 c4 58 9c 6d 1d 8f @8 @@ 45 o8
88 3c @9 90 @0 9@ 73 @1 66 6a Be fa 48 44 @a @@ < s
88 19 @8 98 55 4e 80 @1 @@ ed 61 62 63 64 65 66 UN
67 68 69 6a 6b 6c 6d 6e 6f 7@ 71 72 73 74 75 76
77 61 62 63 64 65 66 67 68 69

7@7172737475767761626364651

=AP -m

76869

E

j- -HD
abcdef
ghijklmn opgrstuv
wabcdefg hi

No.: 8- Time: 0.848689 - Source: 142.250.72.68 - Destination: 10.0.0.25 - Pratocol: ICMP - Length: 74 - info: Echo (ping) reply id=0x0001, seq=13/3328, ttl=115 {request in 5)

B show packet bytes Layout: Vertical (Stacked)

~ Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6T7871727374757677616263646566676869

O 7 identifier {little endian representation) (icmp.ident_le), 2 bytes

HQund®po.Poecfaqmn ~E R @ 0

29°

1]—

P m E

- £j- -HD
- --abcdef
n opgrstuv
g hi
Close Help
Packets: 72 - Displayed: 8 (11.1%) - Dropped: 0 (0.0%) Profile: Default

11. Start a new Wireshark Capture. Ping a hostname or IP that gives you a “Request

Timed Out” message. (e.g. You can try www.wellsfargo.com or any another

website/IP of your choice.). Filter the ICMP traffic. Find the Type and Code of the

packet in the above scenario. Paste the relevant screenshots. [5 points]
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A wiF

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ ESRR0 Qe+FF$ 55 468fFH

(A icmp (B3 -]+
No. Time Source Destination Protocol Lengtl Info
2 1.175658 10.9.9.25 [192.0.2.1 ICHP 74 Echo (ping) request id=@xe@eel, seq=41/16496, ttl=128 (no response found!) |
25 5.846603 10.9.8.25 1%2.0.2.1 ICMP 74 Echo (ping) request 1id=8x@001, seq=42/18752, ttl=128 (no response found!)
28 10.831367 10.8.0.25 192.8.2.1 IcMP 74 Echo (ping) request id=8x@@01, seq=43/116@8, ttl=128 (no response found!)
34 15.830035 10.9.8.25 192.8.2.1 IcMP 74 Echo (ping) request id=8x8001, seq=44/11264, ttl=128 (no response found!)
> Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF ©090 c4 50 9c 6d 1d 8f cc d? ac d6 3d 41 @8 @@ 45 0@ P-m - - --=A--E
> Ethernet II, Src: Intel d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: VantivaConne_6d:1d:8f (c4:50:9¢c gg;g :: ;; ;: :: : gg 2 : 2; :: :g :g 3 ;: :: chl"‘\éi )abcaer
> dncannetlinotoca iNars o S = G0 67 68 69 €a Gb Gc 6 6e 6F 707172 73 74 75 76 ghifkinn opanstuv
~ Internet Control Message Protocol 2848 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4d32 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@e8e1)
Identifier (LE): 256 (@xe1¢e)
Sequence Number (BE): 41 (8x@829)
Sequence Number (LE): 18496 (@x2%e@)
> [No response seen]
~ Data (32 bytes)
Data: 616 f7871727374757677616263646566676869
[Length: 32]
O 7 identifier (little endian representation) (icmp.ident_le), 2 bytes Packets: 55 - Displayed: 4 (7.3%) - Dropped: 0 (0.0%) || Profile: Default

< HeawordBo-Loceaqaml oo g0

ICMP Type:8

ICMP Code:0

Other Fields are checksum:0x4d32
Identifier (BE) :1(0x0001)

Identifier (LE) :256(0x0100)

Sequence number (BE)41(0x0029)
Sequence number (LE):10496(0x2900)
Sizes of Fields are Checksum: 2 bytes
Identifier: 2 bytes

Sequence Number: 2 bytes.

12. Do you see both ICMP Echo Request and Echo Reply messages? [5 points]
In this scenario, we can see only see ICMP Echo request messages in Wireshark
since there was a request time out message during ping and therefore there was no

echo reply (server did not reply).

Objective 2.2 — ICMP and Traceroute

1. Open command prompt/terminal (depending on the operating system)

2. Start Wireshark and begin capture
Lab 6: Wireshark



3. Traceroute to a “hostname” (where the “hostname” is a URL, example: tracert

www.google.com)

4. When trace completes, stop capture.
5. Provide a screenshot of the trace. Was it successful? How do you know? [5

points]

™ Command Prompt

C:\Users\abey>tracert -4 www.google.com

Tracing route to www.google.com [142.250.72.68]
over a maximum of 30 hops:

ms ms 10.0.0.1

ms ms 100.93.92.131

ms ms po—-319-340-rur302.arvada.co.denver.comcast.net [96.216.161.181]
ms ms po—-2-rur30l.arvada.co.denver.comcast.net [162.151.8.93]

ms ms po—300-xarel.arvada.co.denver.comcast.net [162.151.50.57]

ms ms be-308-arscl.denver.co.denver.comcast.net [96.216.147.73]

ms be-36021-cs02.1601milehigh.co.ibone.comcast.net [96.110.43.245]
ms be-3311-pell.910fifteenth.co.ibone.comcast.net [96.110.33.122]
ms 23.30.206.218

ms 216.239.47.247

ms 142.251.51.155

ms denl6s09-in—f4.1el00.net [142.250.72.68]

1
2
3
y
5
6
7
8
9

Trace complete.

C:\Users\abey>|

v I=QLT'“?B0?f"'cct=_4§§ "fﬁ”?‘d"‘!*m/fffzgxﬁ

6. Filter the Wireshark capture to only show the relevant trace route data. Examine
the ICMP traffic in Wireshark. What is different in the capture from the trace
when compared to the capture of the Ping in previous objective? Explain what is
different between the Ping and the trace route, and how this relates to how trace

route works [15 points]
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http://www.google.com/

M wi-F = (u] x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A 2@ =ERBBAe+EFEEEaaa

[R]icmp = <]+
No. Time Source Destination Protocol Lengtl Info
10.0.0 B ICMP 106 Echo (ping) request 1d=8x@@01, seq=111/28416, ttl=1 (no response found!)
134 Ti live & ime to 1i in transi
request id=8x8@el, seq
o 11

ine to
request 1d-9x@001, seq-113/28
-

Frame 10: 186 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface \Devi. | 0868 cc d9 ac ds 3d 41 @8 @6 45 o0  [ELEH =A-E

Ethernet II, Src: Intel d6:3d:41 (cc:d2:ac:d6:3d:41), Dst: VantivaConne 6d:1d:Bf (c4:5@: 88 5c 12 b2 @@ @2 81 @1 99 @0 @a @ 88 19 8e fa -\
48 44 08 0@ 7 8f 80 @1 0@ GF 00 00 08 00 60 0@  HD o

Internet Protocol Version 4, Src: 10.0.8.25, Dst: 142.258.72.68 90 60 00 00 B0 9O B 99 0 PG 99 00 90 8O 0O 08
v Internet Control Message Protocol 00 00 00 00 60 0O 00 00 08 09 00 0B
Type: 8 (Echo (ping) request) 62 20 08 60 @ 82 92 @0 00 92 86 80 88
Code: @ 20 0@ 88 2 @0 oo
Checksum: @xf78f [correct]
[Checksum Status: Good]
Identifier (BE): 1 (8x@e01)
Identifier (LE): 256 (@x010@)
Sequence Number (BE): 111 (@x@@6f)

) ¥ Internet Control Message Protocol: Protocol Packets: 716 - Displayed: 72 (10.1%) - Dropped: 0 (0.0%) Profile: Default

Qu2¥®#B80.LPoceca g

30°

€ A B e 9IIPM

15/10/2024

Part 3 — Wireshark NICs and IPv4/IPv6 addresses

Objective 3.1

1. Provide a screenshot of the NICs that Wireshark has to choose from on the PC. [10

points]
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M The Wireshark Network Analyzer = o X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AdNaA® T RE Qe =E=F & 3 a8 &

(W] Aeply = display filter ... <Ctrl-> -]+
Welcome to Wireshark
Open

C\Users\abey\Downloads\wireshark obj3.pcapng (77 KB)
C\Users\abey\Downloads\wireshark onj 2.1 capture 11g&12q.pcapng (16 KB)

C\Users\abey\Downloads\wireshark obj 1 capture.pcapng (19 KB)

Capture

..using this filter: (1] Enter a capture filter -] Allinterfaces shown =
WiFi A —
Local Area Connection* 10 1

Local Area Connection® 9

Local Area Connection* &
Bluetooth Network Connection
MhAwara Mabuarde Adantar \MaatQ

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord -

You are running Wireshark 4.4.1 (v4.4.1-0-g575b2bi4746e). You receive automatic updates.

Donate

7 Ready to load or capture

8

| No Packets

HQuo2wBO.LPocFanam

| Profile: Default

10557 AM
A8 FUD o D

2. Which interface is currently capturing traffic? How do you know? (Provide a

screenshot) [10 points]

M wiFi - =] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ aPRRB Qe TEZF LT EaqaaFTr

Apply a display filter ... <Ctrl-/> SRak
No. Time Source Destination Protocal Lengtl Info o
|- 1Je.eeeee0 10.0.0.25 23.222.27.4 TCP 66 64765 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK PERM ] |

2 0.015490 23.222.27.4 10.0.0.25 TCP 66 80 » 64765 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=@ MSS=1460 SACK_PERM WS=128
3 0.015997 10.0.0.25 23.222.27.4 TCP 54 64765 » 80 [ACK] Seg=1 Ack=1 Win=262656 Len=@
4 0.016594 10.0.0.25 23.222.27.4 HTTP 136 GET /ncc.txt HTTP/1.1
5 ©.035423 23.222.27.4 10.0.0.25 TCP 54 80 » 64765 [ACK] Seq=1 Ack=83 Win=64256 Len=0
6 0.035423 23.222.27.4 10.0.0.25 HTTP 205 HTTP/1.1 200 OK (text/html)
7 0.836292 2601:280:5f00:1af0:.. 2600:1485:7400:b::1... TCP 86 64766 » 80 [SYN] Seq=0 Win=64800 Len=0 MSS=1440 WS=256 SACK_PERM
8 0.068101 2600:1405:7400 .. 2601:280:5f00:1af0: ... 86 80 » 64766 [SYN, ACK] Seq=@ Ack=1 Win=6480@ Len=0 MSS=1440 SACK_PERM WS=128
9 0.0968548 2601:280:5f00:1af0:.. 2600:1405:7400: 74 64766 ~ 80 [ACK] Seq=1 Ack=1 Win=263424 Len=@
10 ©.069031 2601:280:5f00:1af0:.. 2600:1405:7400:b: 156 GET /ncc.txt HTTP/1.1
11 ©.087881 2600:1405:7400:b: :1.. 2601:280:5f80:1af0:... TCP 74 80 » 64766 [ACK] Seq=1 Ack=83 Win=64768 Len=@
12 ©.e87881 2600:1405:7400:b: :1.. 2601:2808:5f80:1af0:.. HTTP 225 HTTP/1.1 208 OK (text/html) :
13 ©.088469 2601:280:5f00:1af0:.. 2600:1405:7400:b::1.. TCP 74 64766 » 80 [FIN, ACK] Seq=83 Ack=152 Win=263168 Len=0
14 ©.088878 10.0.0.25 23.222.27.4 TCcP 54 64765 + 8@ [FIN, ACK] Seq=83 Ack=152 Win=262400 Len=@ i
15 ©.10e493 2600:1405:7400:b: :1.. 2601:280:5f00:1af0:.. TCP 74 88 » 64766 [FIN, ACK] Seq=152 Ack=84 Win=64768 Len=@ | =
16 ©.100709 2601:280:5f00:1af0:.. 2600:1405:7400: 74 64766 > 80 [ACK] Seq=84 Ack=153 Win=263168 Len=0 ==
17 @.121010 23.222.27.4 10.0.0.25 54 80 » 64765 [FIN, ACK] Seq=152 Ack=84 Win=64256 Len=0 v
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF ©0@@ cc d9 ac d6 3d 41 @8 @8 45 08 =A--E
> Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: VantivaConne_6d:1d:8f (c4:5@:9¢c @@ 34 79 fe 40 00 80 06 ©0 00 0a 0@ 00 19 17 de 4y @ - o
5 Internet Protocol Version 4, Src: 10.0.8.25, Dst: 23.222.27.4 :: :: ;: :: : z: 23 3 ;: Z: :g :g :g z 22 :i =11P” a

© 7 wireshark Wi-FilDSMV2.pcapng

Packets: 300 - Dropped: 0 (0.0%)

| Profile: Default

® HQL2sBO0=-LPoccPana

AR R0 ®

10:55 AM D
16/10/2024
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3. What is the easiest way to determine the IPv4/IPv6 address of the NICs before a
capture is started? Provide a screenshot where some NICs show IPv6 addresses

and some show IPv4 addresses. [10 points]

] Command Prompt

Connection-specific DNS Suffix

Link-local IPv6 Address : feB0::97ab:8fee:856a:1ad7%19
IPv4 Address : 192.168.163.1

Subnet Mask : 255.255.255.90

Default Gateway 5

Ethernet adapter VMware Network Adapter VMnet8:

Connection-specific DNS Suffix

Link-local IPv6 Address : feB80::4908:d087:3Uef: f6U9%8
IPv4 Address : 192.168.6.1

Subnet Mask : 255.255.255.0

Default Gateway 3

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : hsdl.co.comcast.net

IPv6 Address : :280:5f00:1af0::8a7c

IPv6 Address : :280:5f00:1af0:2168:2eaf:57f3:60f4
Temporary IPv6 Address 3 :280:5f00:1af0:a03f:f001:6cf2:5d0f
Link-local IPv6 Address $ ::ellc:1b72:97F7: ffb5%u

IPv4 Address

Subnet Mask : : 255.0

Default Gateway 3 ::c650:9cff:febd:1d8f%U

Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected
Connection-specific DNS Suffix

C:\Users\abey>

) HQL?275BO0.PoecFfaam A& oD JEMA

Part 4 — Continuous Captures, Filtering, and Analysis
Objective 4.1

1. Initiate a Wireshark capture that uses multiple files, where it creates a new file
every 5 minutes, for a total of 15 minutes. (Provide a screenshot of the Capture
Options you selected). Remember where you save this file, as we will use it in the
future. Also, try to use the wireless NIC if possible, as there will be more traffic in

the capture to analyze. [15 points]

Lab 6: Wireshark



File Home Insert Draw Design Llayout References Mailings Review View Help DCUmmenls‘ |& Editing
ﬁ":] |Calibri (Bod 4 Wireshark - Capture Options . - o _>< 4’
pise gy . Editor | Add-ins
v 7 Input  Output  Opfions
Clipboard 1% Capture to a permanent fil Editor Add-ins ~
File: C\Usershabey\Downloads\wireshark capt.pcapng Browse...

Output format: O peapng @ peap

B Create a new file automatically.

() after 100000 = packets
[ after 1 kilobytes w
8 after 5 minutes v
() when time is a multiple of 1 % hours v
compression File infix pattern
© None © VY¥VYmmDDHHMMSS_ NNNNN
© gzip © NNNNN_YYY¥mmDDHHMMSS

B Use a ring bufferwith 2 <! files

{ Start Close Help

Page160f21  3234words [} English (United States)  Text Predictions:On i . Foeus B B ——F——+ w00

4 B Qoo K280 Poea 4 ~aro0 e

3 -] + Ptraffic  HTTP GET
X

[m]

J Input  Output  Options
< Display Opti Name Resoluti

pdate list of packets in real-time esolve addresses
< 8 Update list of packets i -til B8 Resolve MAC add

Automatically seroll during live capture [ Resolve network names
. 8 lly scroll during live capf [ Resoh %
¢ [ show capture information during live capture [ Resolve transpart names
<
{  Stop capture automatically after...
¢ O T packets
| O} 2 fles
q 1 % kilobytes

(@] T [seconds -
Directory for temporary files
{ Stat || Close Help
L ]
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.4.1 (v4.4.1-0-g575b2bf4746e). You receive automatic updates.
#  Ready toload or capture No Packets Profile: Default

& B Qs K25 BO0-.Poefa g ~ & oo e

2. Browse ten different websites, during this 15-minute continual capture time

window.

3. What are THREE reasons why you would want to create multiple files? [15 points]
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4. How do you view the three files captured within Wireshark, and move between

them, after they have been completed and saved? (Hint: File > File Set) [10 points]

M capts 2024102319495 4 peapng [=
AdE 4@ RE Re&sEFES =S Qi
_['J ply a display filter .. <Ctrl /> M Wireshark - 3 Files in Set [u} X | )+
No. Time Source
8911 83.749240 2601:280: Filename Created Modified Size
8912 83.749297 2601:28@: captd4 20241023193954 00002 pcapng 2024-10-23 15:39:54 2024-10-23 19:44:53 721 kB
8913 83.749371 2601:280: captd_20241023194454 00003 pcapng 2024-10-23 19:44:54 2024-10-23 19:49:54 3218
8914 83.749461 2601:280: [capt4_20241023194954_00004.pcapng 2024-10-23 10:40:54 2024-10-23 19:51:19 3498 kB
8915 83.749548 2601:280@:
8916 83.756973 2600:1485
8917 83.765535 2600:1485 1448
8 Len=a
8919 84.040777 2600:1485 n=64128 Len=0
8921 84.541039 n=64128 Len=0
141 2601:28
8923 84.569145 Intel d6: I
8924 84.574063 VantivaCo
Frame 1: 189 bytes on wire (872 | eea Pm A
Ethernet II, Src: Intel _d6:3d:41 18 bb 7@ 8
Internet Protocol Version 6, Src ': :g ] H ); 7x'
User Datagram Protocol, Src Port i6 65 vie e
Domain Name System (query) 2 6Ff vents-da ta-micro
soft: com
Directory: C:\Users\abey\Downloads
Close | Help
O 7 captd_20241023194954 00004 pcapng Packets: 8924 - Dropped: 0 [0.0%) Profile: ICMP.

- HQu s BO.PoeFNaadqmn ~acow im0

5. How do you see which websites you browsed during the capture? (Hint: Statistics

> HTTP) [5 points]

Lab 6: Wireshark



A

Am @ ERE Qe=>2FFS EQaaaaiIfh

[R]ipsrc == 2332252145 B -]+
No. Time Source Destination Protocol Lengtt Info I
1451 13.146083 23.32.252.145 18.8.0.25 TP 54 443 + 52120 [ACK] Seq=1 Ack= in=63360 Len=0
1493 13.147641 23.32.252.145 10.0.0.25 TLSv1.3 1514 Server Hello, Change Cipher Spec, Application Data
1454 13.148684 23.32.252.145 10.8.98.25 TCP 1514 443 » 52120 [PSH, ACK] Seq=1461 Ack=1758 Win=64128 Len=146@ [TCP PDU reassembled in 1495]
1495 13.148684 23.32.252.145 18.8.8.25 TLSV1.3 1230 Application Data, Application Data
1496 13.148684 23.32.252.145 10.0.0.25 TLSvi.3 61 Application Data
1588 13.189861 23.32.252.145 10.0.0.25 TLSv1.3 341 Applicitian Data
1589 13.189861 23.32.252.145 10.9.8.25 TLSv1.3 341 Application Data
1514 13216861 23,32.252,145 10.0.0.25 TcP 54 443 » 52120 [ACK] Seq=4678 Ack=4427 Win=62336 Len=0
1517 13.241381 23.32.252.145 18.8.8.25 TLSV1.3 115 Application Data |
1518 13.241381 23.32.252.145 16.0.0.25 TLSvi.3 85 Application Data —
1522 13.265064 23.32.252.145 10.8.0.25 TLSv1.3 483 Applicitinn Data
1592 13.331528 23.32.252.145 10.9.8.25 TCP 54 443 » 521208 [ACK] Seq=5199 Ack=4458 Win=64128 Len=@
1655 13,927937 23.32.252.145 10.0.0.25 TCP 1514 443 + 52128 [ACK] 5eq=5199 Ack=4458 Win=64128 Len=146@ [TCP PDU reassembled in 1676] —
1zre a2 anmaaz 2 2 aen aae in naae xen AF14 AAZ . £A990 CACLL AFK] Fam£EER Ak AAED LiafA190 |an-142A CTAR DAL ananasm Mlad im 1g7AY ——
Frame 1486: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ' cc d9 ac d6 3d 41 c4 58 9c 6d 1d Bf @8 @@ 45 8e AP m E
Ethernet II, Src: VantivaConne 6d:1d:Bf (c4:5@:9c:6d:1d:8f), Dst: Intel d6:3d:41 (ci @0 34 @0 @0 40 88 37 @6 25 fa 17 28 fc 91 @a @@ 4 @7 %
Internet Protocol Version 4, Src: 23.32.252.145, Dst: 16.9.8.25 ol g o L E R \
~ Transmission Control Protocol, Src Port: 443, Dst Port: 52120, Seq: @, Ack: 1, Len: e3 07
Source Port: 443 =
Destination Port: 52128 Command Prompt

[Stream index: 68]

[Stream Packet Number: 2]

[Conversation completeness: Complete, WITH_DATA (63)]
[TCP Segment Len: @]

Sequence Number: @ (relative sequence number)
Sequence Number (raw): 3498766318

[Next Sequence Number: 1  (relative sequence number)]

Brbnouladamant Mumhar: 1 fralativa srk numhan)

O 7 wireshark Wi-FISETBW2 pcapng

86° u
- L

QL%*'O,@GQ@’_«@@! ~e Tl e

Objective 4.2

1. Create two Display filter buttons. One for traffic sourced from your machine’s IP
address and one that only displays HTTP GET requests. (Hint: HTTP contains)
2. Provide a screenshot of the buttons you created, and the corresponding filtered

capture. [10 points]

M wi-F - [} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm e BEREI ] &= P2 =888 f[H

[ A ipsre == 10200128123 [<] -]+ IPtraffic  HTTP GET
Filter Buttons Preferences... Label: F Filter: http.request.method == "GET"
Cancel
Comment:
A Wi = a %

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amg® ERE Qe=EFF T | E&88iH

[ M| http.requestmethod == "GET* [x] )+ IPtraffic  HTTP GET
Filter Buttons Preferences... Label: Enter a descript the f Filter: http.requestmethod == "GET"
Cancel
Comment:
No. Time Source i Pratocol Length Info

13156 72.75 . . 136 GET /ncc.txt HTTI

Objective 4.3

1. Create a coloring rule for HTTP traffic. [5 points]
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Provide a screenshot of your capture from above, showing where you changed the
color of HTTP GET requests to Red background with White lettering. (Hint: Did you

remember to move your color rule to the top?) [10 points]

M wi-F - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am ;@ FRE Qe=*EFE T Eaqafq

[A]ipsrc == 10200128123 [BE0 )+ wpuaffic HTTP GET
Filter Buttons Preferences... Label: Enter a de: the filter button Filter: http.request method == "GET"
oK Cancel
Comment: Enter 2 ot thy
No. Time Source Destination Protocol Length Info
13132 72.356583  10.200.128.123 13.89.179.13 TLSv1.3 962 Application Data =
13139 72.394044  10.200.128.123 13.89.179.13 TcP 54 58230 + 443 [ACK] Seq=1646 Ack=6589 Win=261376 Len=e
13140 72.394121  10.200.128.123 13.89.179.13 TcP 54 58230 + 443 [ACK] Seq=1646 Ack=7189 Win=268864 Len=@
13147 72.599172  10.200.128.123 128.138.129.76 DHS 73 Standard query @x45c@ A ncc.avast.com ]

13148 72.638303 10.200.128.123 128.138.240.1 DNS 73 Standard query @x45c@® A ncc.avast.com
13152 72. 6 .200.128. T
.200.128.
200,121
.128. 27. 54 58231 » 88 [FIN, in=131672 Len=@
.200.128.1 . 54 58231 » 88 [ACK] Seq=84 A 72 Len=@
13163 73.116727 10.200.128. 74.125.126.188 55 [TCP Keep-Alive] 56305 -+ 5228 [ACK] Seq=1 Ac Win=518 Len=1

13212 75.377815 10.200.128.123 172.64.155.2089 TCP 54 58229 » 443 [ACK] Seaq=7856 Ack=:

NPT cc do ac ds 3d 41 08 00 45 00  [JRERN =A--E
@0 7a 66 bb 48 00 80 @6 00 00 @a c8 B8 7b 17 de  zf @ e

1b 3e e3 77 @0 5@ 8b 62 2a dc @1 f3 53 eb 58 18 >-w Pb * 5P
©2 01 be cb 8@ @@ 47 45 54 20 2f 6e 63 63 2e 74 - -GE T /ncc.t
78 74 20 48 54 54 50 2f 31 2e 31 od @z 48 6f 73 xt HTTP/ 1.1  ‘Hos
74 3a 20 6e 63 63 2e 61 76 61 73 74 2¢ 63 6f 6d  t: ncc.a vast.com

Frame 13156: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)
» Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: Cisco 82:06:80 (70:db:98:82:8
> Internet Protocol Version 4, Src: 10.200.128.123, Dst: 23.222.27.62
> Transmission Control Protocol, Src Port: 58231, Dst Port: 88, Seq: 1, Ack: 1, Len: 82
~ Hypertext Transfer Protocol

> GET /ncc.txt HTTP/1.1\r\n ed @a 55 73 65 72 2d 41 67 65 Ge 74 3a 20 41 76 User-A gent: Av
Host: ncc.avast.com\r\n 61 73 74 20 4e 43 43 @d @a 41 63 63 65 70 74 3a  ast NCC- - Accept:
User-Agent: Avast NCC\r\n 20 22 27 20 0 02 O Ga MRS
Accept: */*\r\n
tala
© 7 wireshark Wi-FIQ8KBV2 pcap Packets: 13522 - Displayed: 5736 (42.4%) - Dropped: 0 (0.0%) Profile: Default
28° - 339 PM
- Q [ g i a 0 - @Q e G ﬂ L] i ‘ >_| e &@ﬂ'hlmoﬂnzag
M captd_20241023194954 00004.pcapng — a %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm g @ e ] &= s eaaeEMR
[T heeel B )+
http

ime Source Destination Protocol Lengtt Info
10.9.0.25 23 9.5 G! Ltxt HTTP/1.1
23.217.9.9 .8.08. 2 -1 200 OK (text/html)

26@1:280:5f00:1af0
2601:280:5f80:1afe

Frame 58: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) c4 58 9c 6d 1d 8f cc d9 ac d6 3d 41 €8 @@ 45 @@ P'm - - =A E-
> Ethernet II, Src: Intel d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: VantivaConne 6d:1d:8f (o @@ 7a 82 dd 40 90 80 @6 @0 @0 Pa @@ @0 19 17 d3 -z @
@9 89 cc fe 8@ 50 58 5a @e 7c 22 4c 3d b8 5@ 18 PXZ |"L=P

> Internet Protocol Version 4, Src: 16.9.8.25, Dst: 23.217.9.9
v Transmission Control Protocol, Src Port: 52478, Dst Port: 88, Seq: 1, Ack: 1, Len: !
Source Port: 52478

©2 81 2b 67 @@ @0 47 45 54 20 2f 6e 63 63 2e 74 - -+g GE T /ncc.t
78 74 20 48 54 54 50 2f 31 2e 31 @d @a 48 6Ff 73 xt HTTP/ 1.1 -Hos
74 3a 20 6e 63 63 2e 61 76 61 73 74 2e 63 6f 6d t: ncc.a vast.com

Destination Port: 80 ed @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 41 76 User-A gent: Av
[Stream index: 2] 61 73 74 2@ 4e 43 43 @d @a 41 63 63 65 7@ 74 3a  ast NCC- -Accept:
[Stream Packet Number: 4] 28 2a 2f 2a od @a @d 8a e
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 82]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1482296956
[Next Sequence Number: 83  (relative sequence number)]
Arbnmuladamant Mumhar: 1 fralstiva srk numhanr)
© 7 Hypertext Transfer Protocol: Protocol Packets: 8324 - Displayed: 8 (0.1%) - Dropped: 0 (0.0%) Profile; ICMP

- HQu 2% B0 . PoecfNaT 4O B ~asem e
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Part 5 - Top Talkers, Profiles, and Graphs
Objective 5.1

1. Determine Top Talkers on the network. [10 points]

M wireshark onj 2.1 capture 119&12q.pcapng

o
e i e e o am e L =
M Wireshark - Conversations - wireshark onj 2.1 capture 11q812q.pcapng = [m} =
Conversation Settings Ethenet-4  IPvd-6  IPv6-4 TCP.5  UDP-13
Name resolution Address A Address B Packets Bytes StreamID Packets A—B BytesA —B PacketsB — A BytesB—A RelStart Duration Bits/sA —B Bits/sB — A
. 10001 239255255250 20 11kB > 20 1k o Obytes 5032798  0.1030 823 kbps 0 bitsfs
| Absolute start time 100025 192021 4 296 bytes 0 4 296 bytes 0 O bytes 1175658 14.6544 161 bits/s 0 bits/s.
| Limit to display filter 100025  10.0.0.255 1 247 bytes 1 1 247 bytes 0 Obytes 1.298014  0.0000
10.00.25 13.67.10.228 3 224 bytes a 2 139 bytes 1 85 bytes 24572610 0.2501 4446 bits/s 2718 bits/s
- 100025 204214452 2 121 bytes 3 1 55 bytes 1 66 bytes 23303464 00463 9571 bits/s 11 kbps
Py 3475310 10.0.0.25 2 108 bytes 5 1 54 bytes 1 54 bytes 28869421  0.0002
Protocol
[ Pluetooth I
O epv7
[ opcce
B FEthemnet
[
) foDI
[ IEEE 80211
[ IEEE 802.15.4
Filte st for ecific type
Close Helf
0095 90 @0 90 90 @0 b4 00 G0 ©O 00 ©0 00 00 @0 00 B0 - oo o-
0020 ©0 00 @0 B0 00 0@ 01 @1 c4 50 9c 6d 1d &F 15 @3 - .- Pom-- -
©0bo 86 @1 08 B1 @3 76 76 64 ©7 63 6f 6d 63 61 73 74 - - -pvd -comcast
G6c @3 6e 65 74 09 08 net
© 7 wireshark onj 2.1 capture 11q812q.pcapng Packets: 55 Profile: Default
: - s B0 =@ ¢ vow L m
; mm Q search i w D HS @ O o c ¢ Cot N A A T g O

2. What are two ways you can determine what device/IP address is transmitting the
most traffic on the network? Provide a screenshot of one of those ways. (Hint:

Protocol Hierarchy; Conversations; Endpoints) [10 points]
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Ml wireshark onj 2.1 capture 11q812q.pcapng = a x
L d Go  Capture  Analvze Statistics  Telephony  Wireless Tools  Helo
Am s @ = M Wireshark - Protacol Hierarchy Statistics - wireshark onj 2.1 capture 11q&12q.pcapng = [u} X
Protacal N Percent Packets Packets Percent Bytes Bytes Bits/s EndPackets EndBytes EndBits/s PDUs | [ IFtatic HTTP GET
~ Frame 100.0 55 100.0 14617 3897 0 0 0 55
v Ethernet 100.0 55 53 770205 0 0 0 55 I I
~ Internet Protocol Version 6 345 19 52 70 202 0O 0 0 19
v Transmission Control Protocol 73 4 06 92 24 2 52 13 4
Transport Layer Security 18 1 02 28 7 1 28 7 1
Data 18 1 00 1 0 1 1 0 1
Internet Control Message Protocol vé 273 15 17 1704 454 15 1704 454 15
~ Internet Protocol Version 4 582 32 44 640 170 0O 0 0 32
~ User Datagram Protocol 382 21 1.1 168 44 0 0 0 2
Simple Service Discovery Protocol 364 20 668 9762 2602 20 9762 2602 20
~ NetBIOS Datagram Service 18 1 0.6 82 21 0 0 0 1
v SMB (Server Message Block Protocol) 18 1 08 123 32 0 0 0 1
~ SMB MailSlot Protocol 18 1 02 25 6 0 0 0 1
Microsoft Windows Browser Protocel 18 1 03 79 1 37 9 1
~ Transmission Control Protocol 127 7 10 152 40 5 112 29 7
Transport Layer Security 16 2 04 62 16 2 62 16 2
Internet Control Message Protocol 73 4 1.1 160 42 4 160 42 4 —
Address Resolution Protocol 73 4 08 M2 29 4 12 29 4 -
» Frame 1: 198 B n
> Ethernet II, [
> Internet Pi
> Internet Con
No display filter.
Copy = Protocols = | Help
T Pome
eabe 80 @1 00 1 @3 70 76 64 87 63 6f 6d 63 61 73 74 -comcast
08ce @3 6e 65 74 00 00 2

© 7 wireshark onj 2.1 capture 11q812q,pcapng Packets: 55 |

Profile: Default

£ HAL2SBO-LPoCPAMT ~ocom 00

Two ways to determine the top talkers are through conversations or through

protocol hierarchy. The above screenshot is done using protocol hierarchy.

Objective 5.2

1. Create a graph that displays the top 4 protocols from the capture.

2. Provide screenshot of the graph. [10 points]

943PM
o

M iveshark onj 2.1 capture 11921| o wireshark - 1/0 Graphs - wireshark onj 2.1 capture 11g812q pcapng — =] x = =] x
Fil Edit Go Ca re
A m @ oa o © Wireshark I/0 Graphs: wireshark onj 2.1 capture 11q&12q.pcapng
b filter __ <Ctrl /> 1 packets | A\ f A ~] + IPwaffic  HTTP GET
No. Time Soul /' /\
21 5.135751 10. . \ \\ /
22 5.135751 0. #00 mpacksts | / 7
23 5.135751 1e. \ / \ / /
_ g \ /
24 5.135751 10 % 600 mpackets |- /‘ \ / \
25 5.846603 104 2 \ nse found!)
26 5.936796 fesd o / \ / \
27 8.916484 288 T 100 mpackets - / \
28 10.831367 19. / \ .se found!)
28 11.887781 Fesd / / \ /
30 12.772897 2601 200 mpackets [ \ [ \ / /
31 12.85776@ 268: / / \ !
32 14.957260 Fe8q \ / \ f /
33 15.829619 Inte 0 packets !
34 15.830035 1e. 0 25 B 75 10 125 15 pnse found!)
35 15.836823 vant Time (=)
38 17.333375 fe8g ac:de:3d:41 —
——— "0 packets in interval (75). —
» Frame 28: 74 bytes on wi Enabled Graph Name Display Filter Color Siyle ¥ Axis v Field SMA Periad VAdd B peme-c- --=A--E-
> Ethernet II, Src: Intel| (@] All Packets m Line Packets None 1 P 5 - abedet
> Internet Protocal Versid o TCP Errors. tep.analysis flags Bar Packets None 1 B Znijkimn oparstuv
» Internet Control Message (m) Filtered packets  http Line Packets None 1 wabcdefg hi
(] udp udp | | line Packets None 1
(m) arp arp | | Line Packets None 1
] icmp iemp | | Line Packets None 1
+ = ®m A~ ~ [E Mouse O diags () zooms Interval 1sec  ~ [ Timeofday [ Llogscale B Automatic update @ Enable legend
= = Reset Save As... Capy Copy from Clase Help | -
@ ¥ wireshark onj 2.1 capture | Profile: Default

F HQe 2% BO= oo g8 ~ & Fom L iEla

Lab 6: Wireshark




M vireshark onj 2.1 capture 11q&12q.pcapng [u] X

Wireshark - I/O Graphs - wireshark onj 2.1 capture 11q812q,peapn! - o X
re CORE r P j 2.1 cap! q&12q.pcapng I
] y filter ... <Ctrl j ‘Wireshark 170 Graphs: wireshark onj 2.1 capture 11q&12q.pcapng b v] + IPtraffic HTTP GET
No. Time Sour 2 packets |
28 10.831367 0.6 f\ 1 sec Intervals nse found!)
29 11.987781 fese
30 12.772897 2601 | \
31 12.857760 2683 1.5 packets [
32 14.957260 fese \ |
33 15.829619 Inte § [
34 15.830035 0.6 5 1 pockets | | l\ / »nse found!)
35 15.836823 Vant ¢ / \
36 17.333375 fese & [ | ac:d6:3d:41
37 17.338566 fes@ | s /
38 17.923780 fese 500 mpackets | |
39 20.999352 fesg | | |
40 22.707885 fas@ | s 9c:6d:1d:8f
41 22.707312 fes@ | \ f at cc:d9:ac:dé:3d:4l
42 23.146244 2601 0 packets [ T hd . T I
43 23.178367 2667 o 5 10 13 20 25 —
e Time (s)
> Frame 35: 42 bytes on Wi Nopackets in interval (10sh
» Ethernet II, Src: Vantig Enabled Graph Name Display Filter Color Style Y Aais ¥ Field SMA Period ¥ Axi
> Address Resolution Proto
()] All Packets . Line Packets None 1
O TCP Errors tepanalysisflags [l Bar Packets None 1
) Filtered packets  http [ | Line Packets None 1
(] udp udp [ | Line Packets None 1
] arp ap [ | Line Packets None 1
m) icmp icmp [ ] Line Packets None 1
+ = @ A v [F Mouse O drags O zooms Interval 1sec  ~ [J Timeofday [ Logscale B Automaticupdate B Enable lagend
@O 7 wireshark onj 2.1 capture| P —— | Profile: Default
- 955 PM
; Q [ g - ﬁ 0 - e ° e @' v ‘ - A S RS e D
M vireshark onj 2.1 capture 11q&12q.pcapng - o X
File Edit View Go Caplure Analyze —Stat ept Wireless Tools  Help
AdAE i@ =2 RE Qe=s=F & A Q& I L
(W[ Awpy = display fiter .. <Ciri/> M Wireshark - /O Graphs - wireshark onj 2.1 capture 11q8:12q.peapng = o X t 1P traffic  HTTP GET
No. Time Source Wireshark I/O Graphs: wireshark onj 2.1 capture 11q&12q,pcapng
1 0.020000 e80: :c658:9¢F
2 1.175658 10.0.0.25 )
3 1.298014 10.0.0.25 2 packets |-
4 2.967181 fe8@: :c650:9cf
5 5.832798 le.e.0.1
6 5.632798 10.0.0.1 1.5 packets |-
7 5.932798 l1e.6.0.1
8 5.832798 1e.8.0.1 é
9 5.832798 10.0.0.1 s
10 5.832798 10.0.0.1 § 1 packets - A
11 5.832798 10.0.0.1 & / \\
12 5.032798 1e.0.90.1 F’ \
13 5.032798 10.0.0.1 500 mpackets |- / ‘\
14 5.832798 10.8.8.1 f \
15 5.118624 10.6.0.1 f \
16 5.123553 10.6.0.1 / \ —
0 packets L i | - . - -
R 5 0 5 10 15
> Frame 3: 247 bytes on wire (1976 b: Time (5) d --E-
> Ethernet II, Src: Intel d6:3d:41 ( .
> Internet Protocol Version 4, Sre: i Click o select packet 24 (5 = 20) ';'EEFFDE
> User Datagram Protocol, Src Portd Enabled Graph Name  Display Filter Color Style ¥ Asis ¥ Field SMAPeriod Y Axis (C NFBDDEIF
> NetBIOS Datagram Service IC A FHEPF
> SMB (Server Message Block Protocol o All Packets | Line Packets None ! E PFFFACAC
. SMB MailSlot Protocol ] TCP Errors tepanalysisflags [l Bar Packets None 1 iC ABN- -SMB
» Microsoft Windows Browser Protocol ] Filtered packets  hitp | | Line Packets None 1 .
a udp udp [ ] Line Packets None 1 R . -
] ap arp | | Line Packets None 1 . .....¢
i L OT\BROWS
m] icmp icmp [ | Line Packets None 1 : DE;KTDP-
© 7 wireshark onj 2.1 capture 11q&12q.pea B [ profile: Defautt

4
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M vireshark onj 2.1 capture 11q&12q.peapng [u] X
le  Edit . wlyze | M Wireshark - /O Graphs - wireshark onj 2.1 capture 11q8&12q.pcapng o X
® B B ] &=
| Wireshark 1/0 Graphs: wireshark onj 2.1 capture 1198 12q.pcapng [
display filter ... <Ctrl-/> ® P waffic  HTTP GET
Time Source 2 packets
©.00e000 fese: :c650:9cf \ 1 sec Intervals
1.175658 10.8.0.25 H tep )]
1.298014 le.e.e.25 f
2.967101 e80: :c650:9cF 1.5 packets / |
5.832798 10.0.0.1 o \
5.032798 10.0.0.1 it / \
5.832798 10.0.0.1 z 1 packets
5.032798 10.8.0.1 ] |
5.032798 10.0.8.1 = |
1@ 5.8327s8 le.e.a.1
11 5.832798 1e.8.8.1 500 mpackets I’ \
12 5.632798 10.0.0.1 | \
13 5.832798 10.0.0.1 | \
14 5.032798 10.0.0.1
0 packets . L . | | .
15 5.118624 10.0.0.1 -5 0 5 10 15
16 5.123553 10.0.0.1 Time (5) —
-_—
. Ne packets in interval (0)
> Frame 3: 247 bytes on wire (1976 b: - =AE
> Ethernet II, Src: Intel_d6:3d:41 ( Enabled Graph Name Display Filter Color Style  Axis ¥ Field SMA Period Yl -
5> Internet Protocol Version 4, Src: 0O TCP Errors tep.analysisflags [l Bar Packets None 1 i ’EEEF'H')E
> User Datagram Protocol, Src Port: ) Filtered packets  http | ] Line Packets None 1 ¢ NFBDDEIF
> NetBIOS Datagram Service D udp udp u Line Packets None 1 iC A- FHEPF
> SMB (Server Message Block Protocol D B E PFFFACAC
any an Line Packets None 1
> SMB MailSlot Protocol P e L . iC ABN- -SMB
. . @) icmp icmp | | Line Packets None 1 . .....
> Microsoft Windows Browser Protocol =
(@] [icp tcp [ | Line Packets None 1 %
.. ...
L OT\BROWS
+ = ® A v [FE Mouse © drags O zooms Interval 1sec ~ [J Timeofday [ Logscale W Automaticupdate [ Enablelegend |- DESKTOP-
© 7 wireshark onj 2.1 capture 11g&12q, e Copy Copyfiom il Close | Help | Profile: Default
- 9:56 PM
i
‘ Qu %% @30 - @ S @ G. A 3 NAFTE 0 B

Objective 5.3

1. Create three profiles that you will use for future analysis objectives.

Security, Troubleshooting, VolP, etc. [10 points]

For example,

M wiFi = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4@ uBREBlQesEFTIEEaaa i@
rent filter: tcp BEl -+
No. Time Source Destination Protocol Lengtt Info
1 @.200080 10.2081.49.16 173.194.206.188 TCP 55 54178 -+ 443 [ACK] Seg=1 Ack=1 Win=510 Len=1 — I
2 0.215126 173.194.206.188 10.201.49.16 TCP 66 443 » 54178 Win=1847 Len=@ SLE=1 SRE=2 —
3 ©.142048 10.201.49.16 20.42.144.52 TCP 55 54179 + 443 [ACK] Seq=1 Ack=1 Win=512 Len=1
4 8.170842 20.42.144.52 10.201.49.16 TcP 66 443 > 54179 [ACK] Seg=1 Ack=2 Win=251 Len=8 SLE=1 SRE=2
7 4.866357 10.201.49.16 152.199.4.33 TCP 55 54206 + 443 [ACK] Seg=1 Ack=1 Win=512 Len=1
8 4.87e495 152.199.4.33 18.201.49.16 TCP 66 443 » 54206 [ACK] Seg=1 Ack=2 Win=146 Len=@ SLE=1 SRE=2 —
9 5.358663 10.201.49.16 204.79.197.239 TCP 55 54207 + 443 [ACK] Seq=1 Ack=1 Win=512 Len=1
18 5.363339 204.79.197.239 10.201.49.16 TCP 66 443 + 54207 [ACK] Seq=1 Ack=2 Win=16386 Len=8 SLE=1 SRE=2
98 5.983608 10.201.49.16 142.250.72.35 TCP 54 54210 -+ 443 [ACK] Seq=1 Ack=1 Win=131872 Len=@
99 5.985188 10.201.49.16 142.250.72.35 TcP 1304 54218 » 443 [ACK] Seq=1 Ack=1 Win=131872 Len=1256 [TCP PDU reassembled in 18@]
1ee 5.985188 10.201.49.16 142.250.72.35 TLSv1.3 534 Client Hello (SNI=beacons.gcp.gvt2.com)
> Frame 3405: 310 bytes on wire (248@ bits), 31@ bytes captured (2480 bits) on interface 0000 2@ e@ af 84 ba 88 cc d9 ac d6 3d 41 @8 @@ 45 8@ +=A--E-
> Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: Cisco_84:ba:80 (a@:e@:af:e4 Zi :‘ ;: ;g :g 3: g: :,B: °g 5: :: :g ga :: :: Hi':
s . i a4 fa < clc a izl
> Intern?t I.’rvotucol Version 4, Src: 10.201.49.16, Dst: 54.237.226.164 ©0 56 B5 0@ 0@ 47 45 54 20 2f 66 61 76 69 63 - -V---GE T /favic
» Transmission Control Protocol, Src Port: 64035, Dst Port: 88, Seq: 1, Ack: 1, Len: 25€¢ 6e 2e 69 63 6Ff 20 48 54 54 58 2f 31 2e 31 @d  on.ico H TTP/1.1-
> Hypertext Transfer Protocol 41 63 63 65 70 74 3a 20 2a 2f 2a @d @a 55 41  -Accept: */*--UA
43 50 55 3a 20 41 4d 44 36 34 od @a 41 63 63  -CPU: AM D&4- -Acc
70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a  ept-Enco ding: gz
79 2c 28 64 65 66 6c 61 74 65 @d @a 55 73 65 ip, defl ate Use
2d 41 67 65 68 74 3a 20 4d 6f 7a 69 6¢ 6c 61 r-Agent: Mozilla
34 2e 30 20 28 63 6f 6d 78 61 74 69 62 6C 65 /4.8 (co mpatible
20 4d 53 49 45 20 37 2e 30 3b 20 57 69 6e 64 ; MSIE 7 .8; Wind
77 73 20 4e 54 20 36 2e 32 3b 20 57 69 6e 36 ows NT 6 .2; Win6
3b 20 78 36 34 3b 20 54 72 69 64 65 6e 74 2f  4; xB4; Trident/
2e 30 3b 2@ 2e 4e 45 54 34 2e 308 43 3b 2@ 2¢  7.98; .NE T4.eC; .
45 54 34 2e 30 45 3b 20 54 61 62 6c 65 74 20  NET4.BE; Tablat
43 20 32 2e 30 29 8d @a 48 6f 73 74 3a 20 6e PC 2.8)- -Host: n
74 €6 6c 69 78 2e 63 6f 6d @d @a 43 &f 6e 6e  etflix.c om -Conn
© 7 wireshark Wi-FICHT7V2 pcapng || Packets: 12393 - Displayed: 10335 (88.2%) - Dropped: 0 (0.0%) Profile: TCP
= - @ e 8:49 AM
: Qe 2BO0.Poe@y O4L -~s=90,000
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M wi-F - a x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm ;@ EREAe=FFL 5 S a8
[M]Eurrent fiter: dns HEd -+
No. Time Source Destination Protocol Lengtt Info
- 11 5.754257 10.201.49.16 128.138.129.76 DNS 74 Standard query 8x16b9 A www.google.com I
12 5.754513 10.2081.49.16 128.138.129.76 DNs 74 Standard query @x371b HTTPS www.google.com
e 13 5.765782 128.138.129.76 10.201.49.16 DNS 9@ Standard guery response @x16b3 A www.google.com A 142.250.72.68
14 5.765782 128.138,129.76 10.201.49.16 DNS. 143 Standard query response @x371b HTTPS www.google.com HTTPS A 142.258.72.68 AAAA 2607:f8b8..
29 5.803%03 10.201.49.16 128.138.129.76 DNS 81 Standard query @x65f@ A wpad.int.colorade.edu
3@ 5.885793 128.138.129.76 10.201.49.16 DNS 146 Standard query response @x65f8 No such name A wpad.int.colorado.edu SOA boulder.colorado..
54 5.929363 10.2081.49.16 128.138.129.76 DNS 80 Standard guery @x24ed A beacons.gcp.gvt2.com
55 5.938733 10.201.49.16 128.138.129.76 DNS 8@ Standard guery @x5b3d HTTPS beacons.gcp.gvt2.com
56 5.933461 18.201.45.16 128.138.129.76 DNS 8@ Standard query @xa@65 A beacons.gcp.gvt2.com
57 5.933664 128.138.129.76 10.201.49.16 DNS 126 Standard query response @x2ded A beacons.gcp.gvt2.com CNAME beacons-handoff.gep.gvt2.com.
58 5.933664 128.138.129.76 10.201.49.16 DNS 178 Standard query response @x5b3d HTTPS beacons.gcp.gvt2.com CNAME beacons-handoff.gep.gvt2.
59 5.934267 10.201.49.16 128.138.129.76 DNS 80 Standard query @x677a HTTPS beacons.gcp.gvt2.com
6@ 5.936357 128.138.129.76 19.201.49.16 DNS 126 Standard query response @xa@65 A beacons.gcp.gvt2.com CNAME beacons-handoff.gcp.gvt2.com..
65 5,939825 128.138,129.76 10.201.49.16 DNS 178 Standard query response @x677a HTTPS beacons.gcp.gvt2.com CNAME beacons-handoff.gep.Rvt2.
> Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Devi ©002 a@ e@ af @4 ba 80 cc d9 ac dé 3d 41 @8 @@ 45 @@ =AE
> Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: Cisco_@4:ba:B@ (a@:ed:af:@4 ©919 0 3c co e5 80 90 80 11 €0 60 0a c9 31 10 80 Ba  ~<---- - .
> Internet Protocol Version 4, Src: 10.2€1.49.16, Dst: 128.138.129.76 ggis g: :; ;g g: gg ;: SS §g 3? §3 ;g 23 g% 22 23 :& Lsf‘ m:géégi
» User Datagram Protocol, Src Port: 64259, Dst Port: 53 o4 65 B3 63 6F 6d B8 @0 @1 08 el e-com - -
> Domain Mame System (query)

O 7 wireshark Wi-FICHT7V2 pcapng ) ) | Packets: 12393 - Displayed: 298 (2.4%) - Dropped: 0 (0.0%) Profile: DNS
- B:37 AM
.. Q2% BO0.Poe@Ex QO 4 N A FO®D i O
M udp.pcap = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm g @ TR QeEe=sEFE S | EaqaE
[T Aeply a display fitter . <Ctrl-/> =)+
No. Time Source Destination Protocol Lengtl Info
| 1] 8. oe0060 10.200.203.136 108.200.203.255 UDP 74 52207 » 33890 Len=32 I
2 0.002812 142.250.69.234 10.200.202.202 UDP 12@ 443 » 437e4 Len=78
3 8.006177 10.200.202.202 142.250.69.234 uDP 75 49704 > 443 Len=33
4 0.189608 1e.200.201.7@ 255,255.255.255 upP B7 1846 + 1046 Len=45
5 8.206705 10.200.203.136 10.200.203.255 upDP 74 52209 » 33899 Len=32
6 9.212873 10.200.202.282 142.250.69.234 UDP 71 49704 » 443 Len=29
7 8.216320 10.200.202.57 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1
8§ 8.230423 142.250.69.234 10.200.202.202 ubP 67 443 > 49784 Len=25
9 @.385663 10.200,200.129 239,255.255.250 UDP/XML 698 64913 + 3782 Len=656
10 0.305663 10.200.203.45 10.200.203.255 NBNS 92 Name query NB BRNB42200410B2B<00>
11 @.43638@ 10.200.202.2082 142.250.69.234 UDP 71 497@4 » 443 Len=29
12 ©.448985 142.250.69.234 10.200.202.202 UDP 67 443 + 49784 Len=25
13 0.613396 10.200.203.136 10.200.203.255 upbP 74 52210 » 33899 Len=32
> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) Beee  ff ff ff fF ff £f 38 fc
> Ethernet IT, Src: Intel 5f:b8:31 (38:fc:98:5f:b@:31), Dst: Broadcast (ff:ff:ff:ffiff:f 0010 00 ifc_ dd 81 08 80 80 11
> Internet Protocol Version 4, Src: 19.200.203.136, Dst: 18.200.203.255 :s;s go ff <o ef B4
> User Datagram Protocol, Src Port: 52207, Dst Port: 338%@ @40
> Data (32 bytes)
X4 udp.peap ) ) ) || Packets: 330 ) Profile: UDP
u = @ ? 829 AM
2 HALO2$BO-LPCC@PY O 4L -~oa=om 200

2. Explain what you would use each profile for, what you changed, and provide a

screenshot of one of them. [10 points]

TCP Profile: Useful for analyzing transmission control protocol traffic, including

connection establishment, termination and packet retransmission. The profile is

ideal for troubleshooting issues related to reliable data transmission.
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Part 6 - DHCP Release and Renew

Objective 6.1

LA S

Start Wireshark and begin capture

Release the DHCP IP address your machine has obtained

Renew the DHCP IP address (for your machine to obtain a new address)

After your machine receives an IP address from the DHCP server, stop the capture
Filter the capture to only show the DHCP traffic. From the capture indicate the

following:

i. DHCP server address [2 points]

ii. The IP address your machine was offered and accepted [2 points]

iii. Explain the DHCP process, include a screenshot [10 points]
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M WiFi - o 5.4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm i@ TERE &= — QqafrH
[WTbootp [X] -+
No. Time Source Destination Protocol Lengtt Info
23 9.643047 e.e.e.8 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @xfcd169d
56 11.487596 e.e.e.8 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @xfcd169d
93 14.195255 10.6.08.25 18.0.0.1 DHCP 342 DHCP Release - Transaction ID Bx3e241%a
171 16.9220871 e.e.e.e 255.255.255.255 DHCP 350 DHCP Discover - Transaction ID @x73436da7
184 17.182529 e.e.e.e 255.255.255.255 DHCP 350 DHCP Di = Tr ion ID
451 28.280827 18.8.8.1 18.0.8.25 DHCP 359 DHCP Offer - Transaction ID @xa@@@cass
452 28.283348 e.e.e.e 255.255.255.255 DHCP 376 DHCP Request - Transaction ID @xa@@8ca8s
453 28.291468 10.8.8.1 18.0.8.25 DHCP 399 DHCP ACK - Transaction ID @xa@@@cass
1899 32.289918 10.0.8.25 18.0.0.1 DHCP 364 DHCP Request - Transaction ID @xb2a655b
1891 32.298828 10.9.8.1 18.0.8.25 IBHCF’ E 399 DHCP ACK - Transaction ID @xb2a655b
Frame 1891: 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interf: 58 9c 6d 1d &f @8 @@ 45 c@ =AP -m -
Ethernet II, Src: VantivaConne_6d:1d:8f (c4:50:9c:6d:1d:8f), Dst: Intel_d6:3d:41 (ct éé ;g ‘g g; g? gg g; gg gg g I'J@m e? T
P i : 10.0.8. : 10.0.0. )
Internet Protocol Version 4, Src: 18.8.8.1, Dst: 18.8.8.25 60 09 19 Pa 099 80 19 Pa 09 e[ .
User Datagram Protocol, Src Port: 67, Dst Port: 68 d9 ac dé 3d 41 @0 @@ ee ee =A
v Dynamic Host Configuration Protocol (ACK) 00 02 90 20 00 00 B0 0O 90 09 00 ©° 00 09 09 .
Message type: Boot Reply (2) 0 02 60 00 60 00 B0 00 00 0O 0O 08 60 08 80
faroare ie; Grrns (06 mEErEue mnmmmnm
Hardware address length: 6 90 0 @ 90 00 08 83 0O 0O 0B PO B0 00 08 08
Hops: @ 90 00 60 00 00 00 60 00 00 0 00 00 00 0O 00
Transaction ID: @x@b2a655b @8 00 92 90 00 02 92 ©P 09 0@ 82 °0 90 0@ 80
Seconds elapsed: @ 00 00 99 00 00 92 90 ©° 00 00 90 20 00 00 @9
s g o (i R ER LR
Client IP address: 19.9.9.25 0 02 @0 0 00 @ 63 0O 02 @ 0O B 00 08 02
Your (client) IP address: 18.8.8.25 90 00 00 00 00 G B0 00 80 02 00 09 0 00 00 . L
@0 @@ @0 @0 6@ 63 82 53 63 35 @1 @5 36 04 @a ¢ 5¢5:°6
© 7 wireshark Wi-FIQRNTV2pcapng Packets: 2277 - Displayed: 10 (0.4%) - Dropped: 0 (0.0%) Profile: ICMP
8 ] s i - @ = 10:58 PM
; [ 1] Q L 9 * - 0 - c ~ 8 FHe 21/10/2024 -

Part 7 — Web traffic (HTTP) and TCP Connection

Objective 7.1

1. Start Wireshark and select the appropriate interface to begin capturing packets.

2. Go to http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-filel.html in

your browser and capture the web session on Wireshark.

3. How is the TCP connection established? Explain the process. What is it called?

Locate it in your Wireshark capture. Paste relevant screenshots. [5 points]
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http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-file1.html

The TCP connection establishment process is known as three-way handshake. It

provides reliable connection between the client and server. The steps are :

SYN: The client sends a SYN (synchronize) packet to the server, indicating the desire

to open a connection and specifying the initial sequence number (Seq = X).

SYN-ACK: The server responds with a SYN-ACK (synchronize-acknowledge ) packet,

acknowledging its own sequence number(ISN) and acknowledgement number

(ISN+1).

ACK: The clients send an ACK packet to the server, confirming the connection (ACK=

ISN + 1)

A WiF = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Al i@ ESRR0 Qe+FFL5 S/ a8 8FH
[Re=e (353 ]+
No. Time Source Destination Protocol Lengtt Info —
46 2.290565 2603:1036:2407:1::29 2601:280:5f@0:1af0:.. TCP 74 443 » 57758 [ACK] Seg=1 Ack=29 Win=49153 Len=0 —
. 13.592743 10.0.8.25 128.119.245.12 TcP 66 57902 + 88 [SYN] Seq=@ Win=64248 Len=@ MSS=146@ WS=256 SACK_PERM — 1
89 13.654589 128.119.245.12 10.9.0.25 TCP 66 80 » 57982 [SYN, ACK] Seq=0 Ack=1 Win=2920@ Len=@ MS5=1460 SACK_PERM WS=128
98 13.654832 10.0.8.25 128,119.245.12 TCcP 54 57902 + 88 [ACK] Seg=1 Ack=1 Win=131328 Len=0 —
91 13.757813 10.8.8.25 128.119.245.12 HTTP 624 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.1 —
95 13.760615 1e.e.0.25 128.119.245.12 TCP 66 57903 + 88 [SYN] Seq=0 Win=64240 Len=8 MS5=1460 WS=256 SACK_PERM .
110 13.836343 128.119.245.12 10.0.8.25 TCP 66 80 -+ 57983 [SYN, ACK] Seq=0 Ack=1 Win=2920@ Len=0 MS5=146@ SACK_PERM WS=128 e
111 13.836551 10.8.9.25 128.119.245.12 TcP 54 57903 » 88 [ACK] Seg=1 Ack=1 Win=131328 Len=@
112 13,836661 128.119,245.12 10.9.0.25 TCP 54 80 - 57982 [ACK] Seg=1 Ack=571 Win=38464 Len=e —
113 13.836661 128.119.245.12 18.8.8.25 HTTP 492 HTTP/1.1 200 OK (text/html) -
124 13.876886 10.e.0.25 128.119.245.12 TCP 54 57902 + 8@ [ACK] Seq=571 Ack=439 Win=130816 Len=¢ :
127 13.908363 10.8.9.25 128.119.245.12 HTTP 485 GET /favicen.ico HTTP/1.1 .
128 13.971838 128.119.245.12 18.0.8.25 HTTP 538 HTTP/1.1 484 Not Found (text/html) !
129 14.021314 10.0.9.25 128,119.245,12 TCP 54 57902 -+ 88 [ACK] Seg=1002 Ack=923 Win=13@384 Len=@ —
> Internet Protocol Version 4, Src: 16.0.8.25, Dst: 128.119.245.12 2202 €4 58 9¢c 6d 1d 8f cc d9 ac d6 3d 41 @8 @0 45 @8
- ©e12 @@ 34 b2 6f 48 @0 80 66 9O 90 8a 60 @0 19 88 77
0820
Sorc rrc: 7 S mnzaa gpaenens
Destination Port: 8@ o408 04 82
[Stream index: 4]
[Stream Packet Number: 1]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 2708121731
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: &
Acknowledgment number (raw): @
1080 .... = Header Length: 32 bytes (8)
@ 7 Transmission Control Protocol: Protocol H Packets: 511 - Displayed: 414 (81.0%) - Dropped: 0 (0.09%) H Profile: ICMP
o HQL 24 BO-PC6C@Y 4B -~acom 2

4. Inspect information within the first packet of the TCP connection process.

i. What is the destination port number? How would you classify it? [1 point]

The destination port number is 80, which is the default port for HTTP. It is

classified as well-known port which permanent and assigned for a application

protocol.

ii. Which control flag (or flags) is set? What does it imply? [1 point]
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iii. What is the relative sequence number set to? [1 point]

5.Inspect the next packet in the TCP connection process.

i. Which control flag (or flags) is set? What do they imply? [1 point]

ii. What is the relative sequence number and relative acknowledgement number

set to? [1 point]

6. Finally, inspect the third packet of the connection process.

i. Which control flag (or flags) is set? What do they imply? [1 point]

ii. What is the relative sequence number and relative acknowledgement number set

to? What do they imply? [1 point]

7. In your Wireshark Capture display only the HTTP (Web) traffic. (Paste

screenshot). [5 points]
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M ~wi-Fi - o x
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. 5@ ERE | & iEF S T ® @ & T [
[T [Be -]+
No. Time Source Destination Protocol Lengtt Info
- 91 13.757813 10.9.0.25 128.119.245.12 HTTP 624 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.1
[of 113 13.836661 128.119.245.12 10.0.0.25 HTTP 492 HTTP/1.1 200 OK (text/html)
127 13.908363 10.0.8.25 128.119.245.12 HTTP 485 GET /favicon.ico HTTR/1.1
128 13.971838 128.119.245.12 18.8.0.25 HTTP 538 HTTP/1.1 484 Not Found (text/html)
506 25.269739 2601:280:5f00:1af0:.. 2607 :F8b0:400F:803:.. HTTP 276 GET /r/gsrl.crl HTTP/1.1
508 25.287616 2607:f8be:400f:803: HTTP 296 HTTP/1.1 304 Not Modified
589 25.3@6187 26@1:288:5f80:1af0 274 GET /r/rd.crl HTTR/1.1
51@ 25.319863 2607:fBb0:400F:803:.. 2601:2808:5f08:1af@:.. HTTP 296 HTTP/1.1 384 Not Modified
Frame 91: 624 bytes on wire (4992 bits), 624 bytes captursd (4992 bits) on interfaci | ©@88 c4 58 9c 6d 1d 8f cc d9 ac d6 3d 41 es @@ [E ea -P-m-
Ethernet II, Src: Intel di 141 (ce:d9:ac: :41), Dst: VantivaConne_6d:1d:8f (c: 7916 82 62 b2 71 40 00 80 66 0O 60 0a 00 00 19 36 77  -b-qf---

Bc e2 2c @@ 58 al 6a a8 B4 52 7 89 eb 58 18 -+ . P-j
o1 B1 f1 @0 @8 47 45 54 20 2f 77 69 72 65 73 GE T /wires
61 72 6b 2d 6c 61 62 73 2f 49 4e 54 52 4f 2d hark-lab s/INTRO-
72 6b 2d 66 69 6c 65 31 2e wireshar k-filel.
54 56 2f 31 2e 31 @d @a 48  html HTT P/1.1 H
69 61 2e 63 73 2e 75 6d 61 ost: gai a.cs.uma
73 22 65 64 75 @d @a 43 6f 6= 6e 65 63 74 69 ss.edu - Connecti
6e 3a 20 6b 65 65 70 2d 61 6¢c 69 76 65 @d @a on: keep -alive

7@ 67 72 61 64 65 2d 49 6e 73 €5 63 75 72 65 Upgrade- Insecure
52 65 71 75 65 73 74 73 3a 20 31 ed ©a 55 73  -Request s: 1--Us

Src: 18.8.8.25, Dst: 128.119.245.12
57902, Dst Port: B89, S

> Internet Protocol Version
~ Transmission Control Protocel, Src Por
Source Port: 579e2

Destination Port: 8@

[Stream index: 4]

[Stream Packet Number: 4]
[Conversation completenass: Complete, WITH_DATA (31)]
[TCP Segment Len: 578]

1, Ack: 1, Len: !

Sequence Number: 1 (relative sequence number) 72 2d 41 67 65 6@ 74 3a 20 4d 6f 7a 69 6¢c 6c er-Agent : Mozill
Sequence Number (raw): 2708121732 2f 35 2e 30 28 28 57 69 Ge 64 6f 77 73 28 de  a/5.8 (W indows N

N s 28 31 36 2e 38 3b 20 57 69 6e 36 34 3b 20 78 T 10.9; Wins4; x
[Next Sequence Number: 571  (relative sequence number)] 32 29 26 41 76 76 6c 65 57 85 62 4b 69 74 2f  6a) Apul eWebKit!
Acknowledgment Number: 1 (relative ack number) 33 37 2e 33 36 28 28 4b 48 54 4d 4c 2c 28 6c  537.36 ( KHTML, 1

Bb 65 20 47 65 63 6b &Ff 29 20 43 68 72 6f 6d ike Geck ©) Chrom
O ¥ Hypertext Transfer Protocol: Protocol Packets: 511 - Displayed: 8 (1.6%) - Dropped: 0 (0.0%) Profile: ICMP

fQu "% BO0 .- PoeFgaadn ~ & e Kumg

92°

8. Examine the HTTP request packet. What is the destination IP address and
destination port number? Which TCP control flag (or flags) is set, and what do they

mean? Paste relevant screenshots. [5 points]
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M wi-F - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm g ® ERE Qe=F¢F % =5 68efFH
[ ]hup 1;, <]+
No. Time Source Destination Protocol Lengtt Info
- 91 13.757813 10.0.0.25 128.119.245.12 HTTP 624 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.1
ot 113 13.836661 128.119.245.12 10.0.0.25 HTTP 492 HTTP/1.1 280 OK (text/html)
127 13.908363 10.0.0.25 128.119.245.12 HTTP 485 GET /favicon.ico HTTP/1.1
128 13.971838 128.119.245.12 10.0.0.25 HTTP 538 HTTP/1.1 484 Not Found (text/html)
506 25.269739 26@1:280:5700:1af0: .. 2607:8b0:488F:803:.. HTTP 276 GET /r/gsrl.crl HTTP/1.1
5e8 25.287616 2607:f8bo:400f:803:.. 2601:280:50@:1af0:.. HTTP 296 HTTP/1.1 384 Not Modified
509 25.306107 26@1:288:5F00:1af0: .. 2607:F8b0:400F: 8O3 .. HTTP 274 GET /r/rd.crl HTTR/1.1
51@ 25.319863 2687:f800: 400 803 .. 2601:280:5F00: 1af0:.. HTTP 296 HTTP/1.1 384 Not Modified
Frame 91: 624 bytes on wire (4992 bits), 624 bytes captured (4992 bits) on interfacis 56 9c 6d 1d 8f cc d9 ac d6 3d 41 @8 @@ 45 8@ P'm =A--E
> Ethernet II, Src: Intel_d6:3d:41 (cc:d9:ac:d6:3d:41), Dst: VantivaConne_6d:1d:Bf (c: gz bg ;1 ;‘g gg 32 :5 3: ?: :; gg :g 1: gg E b G@P - P“
N i q - c e2 2e al 6a a8 8 el P
> Interngt F.’r\otuco] Version 4, Src: 10.0.0.25, Dst: 128.119.245.12 81 81 1 08 80 47 45 54 28 2 77 69 72 65 73 GE T jwires
+ Transmission Control Protocol, Src Port: 57902, Dst Port: 80, Seq: 1, Ack: 1, Len: ! 61 72 6b 2d 6¢c 61 62 73 2f 49 de 54 52 4F 2d hark-lab s/INTRO-
Source Port: 57%@2 69 72 65 73 68 61 72 6b 2d 66 69 6¢ 65 31 2e  wireshar k-filel.
Destination Port: 80 74 6d 6c 2@ 48 54 54 58 2f 31 2e 31 od @a 48  html HTT P/1.1 H
[Stream index: 4] 73 74 3a 2@ 67 61 69 61 2e 63 73 2e 75 6d 61 ost: gai a.cs.uma
. 73 2e 65 64 75 @d @a 43 6f 6e 6e 65 63 74 69 ss.edu - Connecti
[Stream Packet Number: 4] . 6e 3a 28 6b 65 65 78 2d 61 6¢ 63 76 65 Bd Ba  on: keep -alive -
[Conversation completeness: Complete, WITH DATA (31)] 70 67 72 61 64 65 2d 49 6e 73 65 63 75 72 65  Upgrade- Insecure
[TCP Segment Len: 57@] 52 65 71 -Request .
Sequence Number: 1  (relative sequence number)
Sequence Number (raw): 2708121732 indows Ni
[Next Sequence Number: 571 (relative sequence number)] Ea%at;gal :a::d
Acknowledgment Number: 1 (relative ack number) kH{'r\L
Acknowledgment number (raw): 1384096891 ) Chrom
9101 .... = Header Length: 2@ bytes (5)
> Flags: @x@18 (PSH, ACK) 63 63 65 Jhccep
Window: 513 3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 7@ 7@  t: text/ himl,app
. . P 69 63 61 74 69 6 6e 2f 78 68 74 6d 6c 2b 78 lication /xhtml+x
[Colculated window size: 131328] 6c 2c 61 7@ 70 6c 69 63 61 74 69 6F 6e 2f 78  ml,appli cation/x
[Window size scaling factor: 256] > 6c 3b 71 3d 38 2e 39 2c 69 6d 61 67 65 2f 61 ml;q=.9 ,image/a
69 66 2c 63 6d 61 67 65 2f 77 65 62 70 2c 69 vif,imag e/webp,i
O 7 Hypertext Transfer Protocol: Protocol Packets: 511 - Displayed: 8 (1.6%) - Dropped: 0 (0.0%) Profile: ICMP

92°

G Qe /5.2 B0 PoeFaan

9. Examine the HTTP packets and answer the following questions -

12:24 AM

-
A8 FID om0 B

i. What HTTP version is running on the client? What version of HTTP is the server

running? [2 points]

ii. What is the status code returned from the server to your browser? [1 point]

iii. When was the HTML file that you are retrieving last modified at the server? [1

point]
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M Wi - [=] x
File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help

Am 7@ BERE Qe=2FF23 5 &8afFH

(R [hue B -]+
No. Time Source Destination Protocal Lengtt Info
-+ 91 13,757813 10.0.0.25 128.119.245.12 HTTP 624 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.1
+ 113 13.836661 128.119.245.12 16.0.8.25 HTTP 492 HTTP/1.1 200 OK (text/html)

127 13.908363 10.0.0.25 128.119.245.12 HTTP 485 GET /favicon.ico HTTP/1.1

128 13.971838 128.119.245.12 10.8.8.25 HTTP 538 HTTP/1.1 484 Not Found (text/html)

586 25.269739 2601:280:5f00:1af@:.. 2607:F8bo:400f:803:.. HTTP 276 GET /r/gsrl.crl HTTP/1.1

588 25.287616 2607:f8bo:400f:803:.. 2601:280:5fe0:1af@:.. HTTP 296 HTTP/1.1 384 Not Modified

5e9 25.306107 2601:28@:5f00:1af@:.. 2687:f8b8:408f:803:.. HTTP 274 GET /r/r4.crl HTTP/1.1

510 25.319863 2607:8b0:400f:803:.. 2601:280:5fe8:1af@:.. HTTP 296 HTTP/1.1 384 Not Modified

[Checksum Status: Unverified] ©o7e 65 72 3a 20 41 78 61 63 68 65 2f 32 2e 34 2e 36 er: Apac he/2.4.6

©O52 2@ 28 43 65 6e 74 4f 53 29 28 4f 7@ 65 6e 53 53 (Cent0S ) Openss
9050 4c 2f 31 2e 30 2e 32 6b 2d 66 69 7O 73 20 5@ 48 L/1.8.2k -fips PH
@8:0 50 2f 37 2e 34 2e 33 33 2@ 6d 6f 64 5F 78 65 72 P/7.4.33 mod_per

Urgent Pointer: @
> [Timestamps]

> [SEQ/ACK analysis] cebe 6c 2f 32 2¢ 30 2e 31 31 20 56 65 72 6¢ 2f 76 35 1/2.8.11 Perl/vs
TCP payload (438 bytes) Goco 2e 31 36 2e 33 d @a 4c 61 73 74 2d 4d 6f 64 69 .16.3 L ast-Modi

~ Hypertext Transfer Protocol @ece 66 69 65 64 3a 20 54 75 65 2c 2@ 32 32 20 4f 63 fied: Tue, 22 Oc
. HTTP/1.1 208 OK\r\n 0920 74 20 32 38 32 34 26 38 35 3a 35 39 3a 30 31 20t 2024 @ 5:59:01

. -54: @efa 47 4d 54 @d @a 45 54 61 67 3a 2@ 22 35 31 2d 36 GMT- -ETa g: "51-6
Date: Wed, 23 Oct 2024 84:54:23 GHT\r\n . @18a 32 35 38 61 37 37 35 38 35 34 34 64 22 @d @a 41 258a775@ 544d"--A
Server: Apache/2.4.6 (CentOS) OpenSSL/1..2k-fips PHP/7.4.33 mod_perl/2.8.11 Perl G110 63 63 65 70 74 2d 52 61 6e 67 65 73 3a 20 62 79 ccept-Ra nges: by

[Last-Modified: Tue, 22 Oct 2024 ©5:53:01 GMT\r\n G120 74 65 73 d @a 43 6f 6e 74 65 6e 74 2d 4c 65 6e  tes: -Con tent-Len
ETag: "51-6250a7750544d"\r\n 0130 67 74 68 3a 20 38 31 8d @a 4b 65 65 70 2d 41 6c  gth: 81 -Keep-Al
Accept-Ranges: bytes\rin 0140 69 76 65 3a 20 74 69 6d 65 6f 75 74 3d 35 2c 20 ive: tim eouts=5,

@158 6d 61 78 3d 31 3@ 38 8d @a 43 6f 6e 6e 65 63 74 max=18@- -Connect

7 Content-Length: 81\r\n 6160 69 6f 6e 3a 20 4b 65 65 70 2d 41 6c 69 76 65 8d  ion: Kee p-Alive

Kanp-Al::wﬂ: timanutfs, max=18e\r\n @172 @a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74  -Content -Type: t
Connection: Keep-Alive\r\n @182 65 78 74 2f 68 74 6d 6¢c 3b 2@ 63 68 61 72 73 65 ext/html ; charse
Content-Type: text/html; charset=UTF-8\rin @198 74 3d 55 54 456 2d 38 @d @a @d @a 3c 68 74 6d 6c  t=UTF-8 <html
\rin o1a@ & 74 75 6c 61 74 69 6F 6 tulation
Request in frame: 91 g%’:g L . s . 2 2 CEr
[Time since request: 8.87884800@ seconds] e1de

[Request URI: /wireshark-labs/INTRO-wireshark-filel.html] e1ee

O 7 HTTP Last Modified (http.last_modified), 46 bytes | Packets: 511 - Displayed: 8 (1.6%) - Dropped: 0 (0.0%) | Profile: ICMP

¢ HQu 2w B0 PoecFagaan ~&=ab 0

iv. How many bytes of content are being returned to your browser? [1 point]

492 bytes of content were returned by the server to the client based on the

response packet.

10. Can you see the text displayed on the browser in your Wireshark packets as well?

Why/why not? Paste relevant screenshots. [5 points]
Yes, you can see the text displayed on the browser in the Wireshark packets if it is
transmitted in an unencrypted form. In the case of HTTP, which operates under
plaintext and does not use encryption. So, we can see both client and the response
returned by the server, including any HTML content. HTTP traffic is not encrypted,
so it is visible to see the actual HTML text, headers when we capture. The TCP

payload highlighted in blue in that the content is visible.
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M wi-F = o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdAm 7 ® FRE Q«=2FF% S S a4a88fTH
[ [hep B -]+
No. Time Source Destination Protocol Lengtt Info
- 91 13.757813 10.0.0.25 128.119.245.12 HTTP 624 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.1
ol 113 13.836661 128.119.245.12 10.0.0.25 HTTP 492 HTTP/1.1 280 OK (text/html)
127 13.908363 10.0.8.25 128.119.245.12 HTTP 485 GET /favicon.ico HTTP/1.1
128 13.971838 128.119.245.12 10.0.0.25 HTTP 538 HTTP/1.1 484 Not Found (text/html)
506 25.269739 2601:280:5700:1af0: .. 2607:800:408F: 803 .. HTTP 276 GET /r/gsrl.crl HTTP/1.1
5e8 25.287616 296 HTTP/1.1 384 Not Modified
509 25.306107 274 GET /r/rd.crl HTTP/1.1
51@ 25.319863 .. 26@1:280:5f80:1af0:.. 296 HTTP/1.1 384 Not Modified
[Checksum Status: Unverified) 76 65 72 3a 20 41 7@ 61 63 68 65 2f 32 2e 34 2e 36 er: Apac he/2.4.6
Urgent Polnter: 6 20 28 43 65 6e 74 4f 53 29 20 4f 7@ 65 6e 53 53 (Cent0S ) Openss
. [Timestamps] 4c 2f 31 2e 38 2e 32 6b 2d 66 69 70 73 20 5@ 48  L/1.8.2k -fips PH
P . 58 2f 37 2e 34 2e 33 33 20 6d 6 64 5F 70 65 72 P/7.4.33 mod_per
[SEQ/ACK analysis] 6c 2f 32 2e 30 2e 31 31 20 50 65 72 6¢ 2f 76 35 1/2.0.11 Perl/vs
TCP payload (438 bytes) 2e 31 36 2e 33 @d @a 4c 61 73 74 2d 4d 6f 64 69  .16.3 L ast-Modi
 Hypertext Transfer Protocol 66 69 65 64 3a 20 54 75 65 2c 28 32 32 20 4f 63  fied: Tu e,
TR/ a0 o D7 i 5k o 0n 45 56 61 &3m0 2205 3124 % G T
. .5a: a a a gt
Date: Wed, 23 Oct 2024 64:54:23 GMT\r\n . 32 35 39 61 37 37 35 38 35 34 34 64 22 @d 0a 41  250a7750 544d"
Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.4.33 mod_perl/2.8.11 Perl ) 63 63 65 70 74 2d 52 61 6e 67 65 73 3a 20 62 79 ccept-Ra nges: by
Last-Modified: Tue, 22 Oct 2024 @5:59:81 GMT\r\n 74 65 73 ©d @a 43 6f 6e 74 65 6e 74 2d 4¢ 65 6e  tes  Con tent-Len
ETag: "51-62508a7758544d"\r\n 67 74 68 3a 2@ 38 31 @d @a 4b 565 65 7@ 2d 41 6c  gth: 81 Keep-Al
Accept-Ranges: bytes\r\n 69 76 65 3a 2@ 74 69 6d 65 &6f 75 74 3d 35 2c 20 ive: tim eout=s,
Content-Length: 81\r\n 6d 61 78 3d 31 30 30 @d @a 43 6f 6e 6e €5 63 74 max=188- -Connect
EneR 69 6f 6e 3a 28 4b 65 65 7@ 2d 41 6c 69 76 65 8d  ion: Kee p-Alive
Keep-Al‘we. t:menutfs, max=188\r\n @a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74  -Content -Type: t
Connection: Keep-Alive\rin 65 78 74 2f 68 74 €d 6c 3b 20 63 68 61 72 73 65 ext/html ; charse
Content-Type: text/html; charset=UTF-8\r\n ) 74 3d 55 54 46 2d 38 @d @a @d @a 3c 68 74 6d 6c  t=UTF-8 <html
\r\n e1ae tulation|
Reguest in frame: 91 gibg ve downl
N . c@ e first
[Time since request: @.87884860@ seconds) Bida ;
[Request URI: /wireshark-labs/INTRO-wireshark-filel.html] 81e0
O 7 HTTP Last Modified (http.last_modified), 46 bytes Packets: 511 - Displayed: 8 (1.6%) - Dropped: 0 (0.0%) Profile: ICMP
52° . . - ﬂ C‘a = 12:40 AM
L am Qe o & a 0 - (<] o .‘ ] A~ B FTED 0 B

Part 8 — Parsing .pcap using Python [Extra Credit]

Objective 8.1

1. Start a new capture in Wireshark using the capture filter of ‘icmp’. Open the

command prompt/terminal and execute these commands -

ping -4 google.com

ping wellsfargo.com

[Use -c 4 option if pinging from MAC.]

2. Stop the capture and save the file as .pcap.

3. Write a script using Python that parses the saved .pcap file and prints out only

the source and destination IPs of each packet of the file sequentially. You can

use the Python library pcapfile for this purpose

[https://pythonhosted.org/pypcapfile/installing.html]. [20 points]
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Total Score = /291 [+20 Extra Credit]
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